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1.Comodo Dragon - Introduction

Comodo Dragon is a fast and versatile Internet Browser based on Chromium technology and infused with
Comodo's unparalleled level of security.

This introduction is intended to provide an overview of the basics of Comodo Dragon and should be of interest to all users.

Guide Structure

»  Comodo Dragon - Introduction

«  System Requirements

»  Downloading and Installing Comodo Dragon

«  The Basics - This section of the guide explains how to launch, configure and use Comodo Dragon to its full potential.

«  Starting Comodo Dragon
Setting up Your Homepage in Comodo Dragon
Searching the Internet Using Comodo Dragon
»  Setting Default Search Engine
- Comodo Dragon Logging Policies
«  Predication Service
- Re-opening Recently and Most Visited Websites in Comodo Dragon
«  Adding Home Button to the Toolbar
»  Opening Preset Pages on Startup
Viewing Browsing History
«  Configuring Pop-ups
«  Setting Fonts, Languages and Encoding
«  Search for Important Browser Settings
- Configuring Dragon Updates
«  Managing Your Website Passwords
*  Import From Another Browser
- Comodo Message Center
«  Tabbed Browsing - How to use and customize tabs when browsing the Internet.

«  Opening a New Tab Page
«  Customizing Your New Tab Page
«  Rearranging Tabs
«  Closing Tabs, Windows and Comodo Dragon
- Displaying/Hiding Application buttons on the Toolbar
- Creating Desktop Shortcuts for Your Web Applications
«  Bookmarks — An easy way to store the links of your favorite web-pages.

+  Creating Bookmarks
+  Finding and Editing Bookmarks
«  Managing Bookmarks
+  Importing And Exporting Bookmarks
Privacy and Security - How to configure your privacy and security settings in Comodo Dragon.

+  Deleting Browsing History
«  Managing Cookies

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 4
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- Configuring Settings for Location Sharing
- Configuring Settings for Images, Java Scripts and other Web Contents
»  Configuring Advanced Settings
«  Using Comodo Dragon in Incognito Mode
«  SSL Certificates and Secure Connections
«  SSL/HTTPS Security Settings
Blocking Insecure Content
- Force Secure Connection
»  CertSentry
«  Downloads - Download a file from the Internet, change the download location, and clear download history.

«  Downloading a File
«  Changing Download Location
«  Clearing Download History
«  Viewing Download History
- Tools and other Features - Create application shortcuts, manage your extensions and customize the spell checker.

«  Managing Extensions and Plug-ins

«  Viewing Task Manager from Comodo Dragon

«  Zooming the Web-page to Full Size

- Form Autofill

»  Enabling/Disabling Sync Settings

«  Applying Themes

»  Protecting your Synced Passwords

«  Searching Within Page Content

»  Customizing your Spell Checker

«  Enabling/Disabling the Translate Bar

+  Creating Application Shortcuts

«  Managing Your Search Engines

«  Viewing and Stopping Background Pages and Applications
«  Viewing, Saving and Printing a PDF

- Keyboard and Mouse Shortcuts for Comodo Dragon
»  Website Security Indicators

»  The Share Page Button

- Configuring Access Pages Through A Web Proxy
»  Using Speech-to-Text Option

«  Scan Websites for Malware Using Web Inspector
«  Handling the Protocols

»  Configuring Mouse Cursor and Fullscreen

«  Using The Address Bar (Omnibox)

«  Configuring Settings for Media

- Configuring Settings for Unsandboxed Plug-in Access

»  Use PrivDog To Stop Websites Tracking Your Activity
»  Troubleshooting - How to resolve common problems that may arise when using Comodo Dragon.

Errors and crashes in Comodo Dragon
«  Display Problems in Comodo Dragon
*  ReportaBug

«  Portable Version

Uninstalling Comodo Dragon

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 5
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2.System Requirements

To ensure optimal performance of Comodo Dragon, please ensure that your PC complies with the minimum system
requirements:

«  Windows 8 (Desktop Mode) / Windows 7 / Windows Vista / Windows XP
« 128 MB RAM
« 40 MB Hard Disk Space

Click here to download and install Comodo Dragon.

3. Downloading and Installing Comodo
Dragon

You can download the Dragon setup file from the following location:

http://mww.comodo.com/home/browsers-toolbars/browser.php

After downloading the setup file to your hard drive, double click Setup.exe to start the installation wizard.

Note: Dragon can be also installed in silent mode using the command line interface with the /S switch. For example,
C:\>Download Directory>DragonSetup.exe /S. See ‘Installing in silent mode’ for more details.

Step 1 - End User License Agreement

COMODO Dragon Setup

License Agreement
Please review the license terms before installing Comodo Dragon 30.0
e

Press Page Down to see the rest of the agreement.

lcomodo Dragon End User License Agreement

Copyright

The Products contains material that is protected by United States and foreign intellectual property
laws, including copyright, trade secret, and patent law. All rights not granted to you herein are
expressly reserved by Comodo Security Solutions, Inc. ("Comodo"). You may not remove any
copyright or other proprietary notice of Comodo from the Products.

The Comodo Dragon browser developed by Comodo is based on the Chromium software code
developed by Google. The Comodo Dragon browser is licensed under the Comodo Dragon End
User License Agreement (Agreement). Other software included in this distribution is provided -

If you accept the terms of the agreement, click I Agree to continue. You must accept the agreement to
install Dragon.

The EULA screen of the setup wizard is displayed. Complete the initialization phase by reading and accepting the End User

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 6
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License Agreement (EULA).
»  Click 'l agree' button to continue the installation. Click 'Cancel' to abort the installation.
Step 2 - Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo Dragon. The default path is C:\Program
Files\Comodo\Dragon.

COMODO Dragon Setup

Choose Install Location

E Choose the folder in which to install Dragon.

Setup will install Dragon in the following folder. To install in a different folder, click Browse and select
another folder. Click Next to continue,

Destination Folder

CPrograrm Files\ComodahDragon

Additional components
Install 4dobe Flash Player {already installed)

Paortable version {user profile is stored in destination folder

Space required; 79 MB
Space available: 26034 MB

If you want to install the application in a location other than the default location, click 'Browse' to choose a different location and
click 'Next'.

For more details about the portable option, click here.
Step 3 - Import Settings

The next screen allows you to select the components that to you want to import from the current default browser in your
computer to Comodo Dragon.

COMODO Dragon Setup

Import Settings

E Select settings to import to Comodo Dragon

Please select components to import from default browser
| History
« Favorites
+ Passwards

[w] Search Engines

+ Make Comodo Dragon iy default brovweser

Select the checkboxes besides the records that you wish to import from your default browser at this time.
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Tip: You can also import the records at later time if you have not selected any records at this time.

Leave the checkbox 'Make Comodo Dragon my default browser' selected to make Comodo Dragon your default browser.
Deselect to keep your current default browser.

»  Click 'Next' to continue.
Step 4 - Configuring your DNS Settings

The Comodo SecureDNS configuration dialog is displayed.

COMODO Dragon Setup

Dragon - COMODO SecureDNS

- COMODO SecureDNS Configuration
S

COMODD SecureDMNS - another free service intended to provide you with a safer, smarter and faster
internet:

- Malicious' web sites are automatically detected and blocked,

- Highly secure infrastructure reduces your exposure o ONS Cache Poisoning attacks.

- Websites load faster because your domain name requests are resolved by our worldwide network
of fully redundant DNS servers,

(7)1 would like to use COMDDD SecureDNS Servers (with all applications).
‘four computer's primaryfsecondary DMS settings will be changed to 8.26.56.26, 156.154.70.22. if vou arein a
corporate nebwork or using YPM connections, then contact vour administrator before enabling this option to avoid

pokential connectivity issues,

(@ I would like to use COMDDD SecureDNS Servers (in Dragon only).

[ _ | I do not want to use COMODO SecureDNS servers.

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your requests exclusively through
Comodo's servers. Our worldwide network of redundant high-performance DNS servers resolve your request of webpages at
high speed and make the webpages to load faster than the DNS server provided by your ISP.

Also, SecureDNS references a real-time block list (RBL) of harmful websites like phishing sites, malware sites, spyware sites,
and parked domains that contain excessive advertising and hence provides secure Internet browsing experience without any
hardware or software installation.

You can choose:
«  Touse Comodo Secure DNS server for all applications in your computer that access the Internet.

«  Touse Comodo Secure DNS server only for Comodo Dragon browser. All other applications will be connected through
your default DNS server.

«  To retain your default DNS server.

In addition, Comodo's Secure DNS ensures safety against malware attacks by preventing any program running in your system
from accessing malicious websites.

By default, 'l would like to use Comodo SecureDNS Servers (in Dragon only)' is selected. Select the option you want to use and
click 'Install".

Note: The option to use Comodo Secure DNS Servers can be selected at a later stage also in the Privacy section under the
'Show advanced settings' link. Select the 'Enable malware domain filtering (Comodo Secure DNS)' checkbox.

Select the checkboxes besides the records that you wish to import from your default browser at this time.

Tip: You can also import the records at later time if you have not selected any records at this time.

Leave the checkbox 'Make Comodo Dragon my default browser' selected to make Comodo Dragon your default browser.

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 8
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Deselect to keep your current default browser.
»  Click 'Install' to continue.
Step 5 - Setup Progress

A setup status dialog box is displayed.

COMODO Dragon Setup

Installing

Please wait while Dragon is being installed.
L
p

Execute: C\Program Files\Comodo'Dragomydragon. exe --register-dragon-birowser

«  Click 'Next' after the installation process is completed.
Step 6 - Product Activation

Next, the product Activation dialog is displayed. Comodo Dragon is activated at free of cost for lifetime usage. If you wish to sign
up for news about Comodo products then enter your email address in the space provided and select Sign me up for news about
Comodo products. This is optional. Click 'Next'..

COMODO Dragon Setup

Free Activation for Comodo Dragon Installer.

@ Activation

Wie will activate your free lifetime license for Cormodo Dragon by connecting with COMODO license
SEFvErs,

OFTIONAL: Please provide us with your email address if you want to receive e-mail
communications from COMODO on new products, services and special promations,

E-mail address (optional)

Sign e up for news about COMODD products{optional)

Step 7 - Installation Complete

The Installation Complete dialog is displayed indicating the successful completion of installation. Leave the checkbox 'Run
Comodo Dragon' selected to launch the browser else deselect it and click 'Finish'.

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 9
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COMODO Dragon Setup

Completing the Comodo Dragon Setup

Comodo Dragon 30.0 has been installed on your computer.
Click Finish to close Setup.

[+ Run Comodo Dragon

On the first startup of the application, the following update dialog will be displayed, if there is a latest version of Comodo Dragon
is available.

Mew version of Comodo Dragon is available, SWaould wou like bo
dovenload it now?

[ ] bon't show this message again

Yes | [ Mo

«  (Click 'Yes' to download the latest version.

The latest version of Comodo Dragon will be automatically downloaded. If the application is open, the following close Comodo
Dragon dialog will be displayed.

COMODO Dragon Setup

Application is running. Please close Comodo Dragon and try again.

Retry Zancel

Close Comodo Dragon and click the 'Retry" button.
The latest version of the application will be automatically installed in your computer.
Installing in silent mode

Dragon can be also installed in silent mode using the command line interface with the /S switch. For example, C:\>Download

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 10
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Directory>DragonSetup.exe /S

Dragon3Setup.exe /3

Steps done by the silent installer:
«  Uninstall the previous version (if exists).
»  Copy installation files in to default installation folder.
«  Create shortcuts on desktop and in programs menu.
Steps not done:
»  Making Dragon the default browser.
«  Importing from default browser.
« Installing system-wide Comodo Secure DNS.
If Dragon is already installed then it will update the installed version.
If the installer fails, the process is closed with error code not equal to 0.

To run the silent installer in waiting mode and check retum code:

ztart /wait DragonSetup.exe /5

echo FIERRORLEVELS

The silent installer will fail if Dragon or another instance of the installer is already running.

4. The Basics

This section of the guide explains how to launch, configure and use Comodo Dragon to its full potential. Click the following links
to find out more:

- Starting Comodo Dragon

«  Setting up Your Homepage in Comodo Dragon
- Searching the Internet Using Comodo Dragon
»  Setting Default Search Engine

- Comodo Dragon Logging Policies

Predication Service

«  Re-opening Recently and Most Visited Websites in Comodo Dragon
«  Adding Home Button to the Toolbar

«  Opening Preset Pages on Startup

Viewing Browsing History

- Configuring Pop-ups

- Setting Fonts, Languages and Encoding

«  Search for Important Browser Settings

- Configuring Dragon Updates

«  Managing Your Website Passwords

Import From Another Browser

- Comodo Message Center

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 11
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4.1.Starting Comodo Dragon

There are two different ways to start Comodo Dragon:

«  Start Menu
«  Desktop
Start Menu

You can launch Comodo Dragon via the Start Menu.

«  Click Start and select All Programs > Comodo > Dragon > Comodo Dragon

. Administrative Tools
. Comodo
. Dragen
& Change or Uninstall
& Comode Dragon
. Games
W ICQ7.2
. Maintenance
. Mozilla Firefox
. Mozilla Thunderbird

1 Back

| |555r~:ﬁ1 programs and files je |

e o @)

Desktop

»  Just double-click the Comodo Dragon icon on your desktop.

Further reading related to the topic of this page:
Setting up Your Homepage in Comodo Dragon
«  Setting Default Search Engine
- Re-opening Recently and Most Visited Websites in Comodo Dragon
«  Adding Home Button to the Toolbar

4.2.Setting up Your Homepage in Comodo Dragon

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 12
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You can configure Comodo Dragon to open your desired web-page as soon as you start the program.

To set your home page
«  Click the Comodo Dragon icon @" located at the top-left corner.

«  Select the 'Options' from the menu.

'::'-\ COMODO — i ] SR
< A, Settings L+
4 » A [3dragon//settings * B w

For quick access, place your bookmarks heré on the bookmarks bar. Import bookmarks now...

Dragon Settings

On startup 25

Open the Mew Tab page

EXLENSIONS

I Settings Continue where [ left off

m

) Open a specific page or set of pages. Set pages

Appearance
(et themes
W Show Home button

usyahoo.com/Hfr=fpc-comode Change

|wf| Abwvays show the bookmarks bar =

4 n %

« Inthe 'On Startup' section, select '‘Open a specific page or set of pages'.

«  Click 'Set pages' link, the 'Startup pages' dialog will appear.

Startup pages

8! Yahoo! http://us.yahoo.com/Hr=fpc-comodo

Add a new page

Use current pages Ok Cancel

« Inthe 'Startup pages' select 'Add a new page' or 'Use current page'.

«  Enter the desired homepage web address in the text box.

»  Click 'Ok" when you have finished.
If you select 'Use the New Tab page', a blank new tab will be set as your homepage.
Further reading related to the topic of this page:

»  Opening a New Tab Page

«  Adding Home Button to the Toolbar

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 13
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4.3. Searching the Internet Using Comodo Dragon

The address bar in Comodo Dragon also acts as search box. The default search engine that the address bar should use can be
set in Basics from Options menu.

To search the Internet
«  Type the search item in the address bar.
»  Press the 'Enter' button.

Comodo Dragon uses the default search engine to search the item that you have entered. You can also use other search
engines in your default search engines options to carry out the search.

Other ways to search in Comodo Dragon

You can do a specific website search, search within the page and use the search boxes in History page, Bookmark manager
and Download page to find the items.

To search a specific website
«  Start entering the address of the web site that you want to search.

If a web site is present in Dragon's search engine list (dragon./settings/searchEngines), it offers the option to search that site or
type the keyword of the search engine in the address and press the Tab button. For example, if you have given the keyword for
yahoo.com as just yahoo. Just enter yahoo in the address bar and press the Tab button. You can see 'Search Yahoo' appear in
the address bar.

Now enter the search item and press enter. The yahoo search engine will carry out the search for the item instead of the default
search engine.

To search within a webpage
- -
»  Click the Comodo Dragon icon located at the top-left corner.

«  Select 'Find".
Alternatively use the keyboard shortcut CTRL + F keys.
In the top right side of the page, a find bar appears.
«  Type the search item in the find bar and press the 'Enter' button.

As you type the search item in the find bar, Comodo Dragon searches the page automatically and highlights the possible
matches in yellow. You can also see the results of the matched items in the find bar.

To search using right-click option

«  Use your cursor to highlight any text on a webpage.

»  Right-click on the highlighted item and select the option to search.
To search using copy and paste method

«  Use your cursor to highlight any text on a webpage.

«  Right-click on the highlighted item and copy it.

«  Right-click in the address bar and select 'Paste and search'.

To search using the drag and drop method

«  Use your cursor to highlight any text on a webpage.

«  Right-click on the highlighted item, drag and drop it in the address bar.
Comodo Dragon uses the default search engine and displays the search results for the highlighted text.
Further reading related to the topic of this page:

Setting Default Search Engine
Bookmarks
Viewing Browsing History

Downloads
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4.4, Setting Default Search Engine

The address bar in Comodo Dragon acts as search box as well. You can set the default search engine that the address bar
should use for your searches.

To set your default search engine
f,
«  Click the Comodo Dragon icon located at the top-left corner.

«  Select the 'settings' from the menu.

Search
Set which search engine is used when searching from the crmnibox,

Yahoo! ¥ | Manage search engines...

» Inthe 'Search’ section, select the search engine that you want to set as default.

If the desired search engine is not available from the drop-down box, click the 'Manage search engines' button to add the search
engine. Click here to know more about managing search engines.

«  Click "X" when you have finished.
Further reading related to the topic of this page:
«  Managing Your Search Engines

4.5.Comodo Dragon Logging Policies

If you have enabled Instant feature in Comodo Dragon, the browser will automatically start loading the web-page as you finish
typing the URL in the address bar and even before you press the Enter button. The search results are further augmented if
supported by your default search engine and as you type in the address bar, inline predictions appear instantly.

As you type text in the address bar, the default search engine set in the browser will be requesting results and the results
depend on the logging policies of the search engine. If you had set Yahoo as your default search engine, the text entered in the
address bar is sent to Yahoo search engine and its logging policies will apply for the search.

If you've opted to disable both the Dragon Instant feature and address bar predication service, as per the yahoo search engine's
policy, only after you press Enter the searches will be logged. For example, if you type 'course' in the address bar and pause,
nothing is displayed. Only after you press the enter button, yahoo search engine logs 'course’ as a search.

If you've opted to enable both the Dragon Instant feature and address bar prediction service, as per the Yahoo search engine's
policy, it retrieves predictions even as you type in the address bar of the browser. Select the desired prediction, if it appears, and
press the Enter button. The search results for the word is displayed. If you pause for more than three seconds without pressing
Enter, the text typed is treated as partial query data by Yahoo search engine. This is stored for up to two weeks in its database
and then deleted.

If you've opted to disable Dragon Instant feature and enable address bar prediction service, as per the Yahoo search engine's
policy, it retrieves predictions even as you type in the address bar of the browser. To make the prediction service more efficient,
yahoo search engine at random logs two percent of these requests and anonymizes this information within 24 hours.

Further reading related to the topic of this page:
«  Prediction Service

4.6.Prediction Service

When enabled, Comodo Dragon will show predictions as you type into the address bar. Predictions can come in the form of
suggested searches or suggested web addresses. If you see the {j\ icon next to the item in the address bar drop-down, it

indicates a suggested search term while th {7} con indicates a web address.

For example, if you typed 'washington post' in the address bar, you may see search suggestions for ‘washington post’,
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‘washington post crossword’ and ‘washington post jobs’. Clicking on any of these items will take you to the search results pages
for those terms as if you had typed them directly into a search engine. You may also see the Washington Post website listed
(http://www.washingtonpost.com/). Clicking this suggested item would take you directly to their website homepage.

= COMODO o [ M
Z &I Vahoo! ®
<« » ( Q washinfton post we [

QUGS Q washinfton post - Google Search

g et vanooiony A washington post -
Y I Q, washington post jobs ‘E
A- | Q, washington post crossword —

Tuesday, January 15, 2013

YAHOO! SITES % TRI
& Autos 01
Dating e
[l Finance (Dow i) i
g 04
[oe] Flickr :
F 05
n Games e
Horoscopes
g Sad health news for popular ESPN anchor
Jobs T R TR O e P i

N n | 3

The prediction service is enabled in Comodo Dragon by default.

To disable the prediction service
»  Click the Comodo Dragon icon located at the top-left corner.
«  Select 'Settings' from the menu.

«  Deselect 'Use a prediction service to help complete searches and URLSs typed in the address bar' checkbox in the
'Privacy' section.

Deselect 'Use a prediction service to help complete searches and URLs typed in the address bar' checkbox in the 'Privacy’
section.

Please note that the address bar, in addition to predictions, also displays matches from your browsing history. Clear your
browsing history, if you do not want to see matches from your browsing history.

Further reading related to the topic of this page:

- Comodo Dragon Logging Policies

4.7.Re-opening Recently and Most Visited Websites in Comodo
Dragon

If you accidentally closed a page without bookmarking and decide you need to see it again, then you can use the 'Most visited'
feature. This will display a thumbnail list of your most recently visited pages so you can quickly re-open them.

To open recently and most visited websites in Comodo Dragon
+  Click the new tab n icon, which is next to the last tab.

I C Antivirus Firewall Softwar: l.

A new tab page will open and you can see thumbnails of most visitied sites or apps in the center, links of most visited websites
and recently closed websites in the lower section of the page. If the browser displays thumbnails of apps in your computer, click
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the 'Most Visited' link in the bottom of the browser.

coMoODO . B X

Z

)
— ¥ Yahoo! X [ Bl Mew Tab

« > ¢ 9 * we [

For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Met signed in te Dragen
(¥ou're missing gut=—sign in}

e —

E

in} i e
Warld's Largest Pr... World's Largest Pr... Welcome to Faceb... Chrome Web 5Store }
[ = e —
e -
] ]
facebook - Mowyk... Welcome to Faceb... facebook - Mowyx...  Sign In | LinkedIn
CDMg'?gcg Most visited Apps Recently dlosed Web Store :

Comodo Dragon remembers your preference and opens 'Most visited' section or 'Apps' section when you open a new tab page.

«  Click on the 'Most visited' link if the browser displays apps to view the thumbnails of frequently visited websites.

Apps

«  Click on the 'Recently closed' link to view the tabs, websites that were closed recently.

[ Settings

[ Settings

& Recent Malware Detection by Web Inspector - Malware and Blacklisted Sites List
2 Tabs

«  Click on alink in the Recently Closed section to open the corresponding closed tab(s) or window.

Further reading related to the topic of this page:
»  Opening a New Tab Page
»  Customizing Your New Tab Page

4.8.Adding Home Button to the Toolbar

You can add home button to the toolbar in Comodo Dragon, which allows you to quickly navigate to the home page, in case you
have not set the home page as one of the pages to open on startup.

To add the home button to the toolbar —
+  Click the Comodo Dragon icon located at the top-left corner.

«  Select 'Settings' from the menu.
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«  Check the 'Show Home button' box in the Appearance section.

Appearance

Get themes

Show Home button

of| Always show the bookmarks bar

«  You can see the home button is added to the browser toolbar.

Further reading related to the topic of this page:
«  Opening a New Tab Page
«  Customizing Your New Tab Page
Setting up Your Homepage in Comodo Dragon

4.9.0pening Preset Pages on Startup

You can configure Comodo Dragon to open your favorite webpages to open in different tabs on startup.

To open preset pages on startup
. . 5
Click the Comodo Dragon icon located at the top-left corner. [

Select 'Settings' from the menu.

On startup
; Open the Mew Tab page

Continue where [ left off

Gpen a specific page or set of pages, 5Set pages

« Inthe 'On startup’ section, select the 'Set pages' link.
»  Click the 'Use Current pages' button to add the pages that are currently open in the browser.

«  Click the 'Add a new page' button and select the pages that you want to open on startup in the 'Add Page' dialog or
type the web address of the web-page in the URL box.
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Startup pages ®

Add a new page wWww

Account settings - https:;’_fwm.gn:n:ngle.mr:

55L Certificate From Comodo™ with Free 55

S5L Certificates, Cheap 551 Certificates, S50
5*10 - Mewyk Google - httpsy S www.googll
Use current pages | Cancel || OK

- T L R T T

Further reading related to the topic of this page:
»  Setting up Your Homepage in Comodo Dragon

4.10.  Viewing Browsing History

Comodo Dragon will store the list of websites that you've visited in the past 10 weeks. Please note that the history will be stored
when Comodo Dragon is used in standard mode and not in incognito mode. Also it will not store pages from secure websites.

To view your browsing history -
+  Click the Comodo Dragon icon located at the top-left corner.

»  Select History' from the menu.

CoMoDo . [ X

* L Histery
< » ¢ A& [} dragony/history * w [
For quick access, place your bockmarks here on the bockmarks bar. Import bookmarks now...

m|

Dragon History Search history

|I History al 7
| Clear all browsing data... || Remowve selected itemns

Today - Tuesday, January 15, 2013

_-L_'.I"l:'_
Wt 12:51 PM @ Yahoo! us.yahoo.com
12:47 PM & Chrome Web 5tore chrome.google.com
Help =
1242 PM @ Chrome Web Store chrome.google.cor
12:42 PM & Chrome Web Store - Home chrome google.con
12:37 PM config:home - Mowyx Google www.google.com.ua
1215 PM & Recent Malware Detection by Web Inspector - Malware a... app.webinspector.con
1215 PM \l Web Inspector app.webinspector.com
1211 PM [ Web Inspector app.webinspector.com

The history page will open in a new tab. From here you can clear all browsing data or delete only selected items. You can also
see the pages that you have visited in your present browsing session by clicking and holding down the forward and backward
arrows adjacent to the address bar, hover over a result to show the check-boxes, can select multiple items by holding down
'Shift' button or use the 'Actions' context menu on the right to search more visited links from that site or remove from history the

single entry.
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Mare from this site

Remuove from history

Further reading related to the topic of this page:
«  Deleting Browsing History
»  Opening a New Tab Page

4.11.  Configuring Pop-ups

You can configure Comodo Dragon to block, allow or selectively allow pop-ups. You can see the icon in the top right side of the
address bar of the browser whenever a pop-up for a site is blocked.

To configure pop-ups
«  Click the Comodo Dragon icon located at the top-left corner.
«  Select 'Settings' from the menu > Show advanced settings link .
»  Scroll down to 'Privacy' section.
»  Click the 'Content settings' in the Privacy section.

«  Select 'Pop-ups' from the list of features in the 'Content Settings' dialog.

Pop-ups
| Allow all sites to show pop-ups

® Donotallow any site to show pop-ups (recommended)

Manage exceptions...

»  Enter the web address of the web-page in the 'Pattern’ text box.
«  Select 'Allow' or 'Block' in the Action drop-down box.

«  Close the dialog.
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Pop-up exceptions

Hostname pattern Behavior

[* Jexample.com Allow =

Learn more

You can see the website is added to the list of pop-up exceptions. Right clicking on any website in this list opens a context menu
which allows you to add or remove websites and specify other settings such as spell-checker options.

. x
Pop-up exceptions
Hostname pattern Behavior
[editdomapu | || Allow v %
Undo Ctrl+7
*Jexamp Allow -
Redeo Ctrl+5Shift+Z
|
Cut Ctrl+X
' Copy Ctrl+C
Paste Ctrl+V
Paste as plain text Ctri+5Shift+V
Delete
Learn more Dene
Spell-checker options k| @ English (United States)
Select all Ctrl+A Language settings...
' ' + Checkthe spelling of text fields
Inspect element

You can also view the list of pop-ups that were blocked by clicking the Cx icon in the address bar.
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X *

>

The following pop-ups were blocked on this page:
¥ PopupTest Thursday September, 22 2011

[ PopupTest Thursday September, 22 2011

P PopupTest Thursday September, 22 2011

(0 Always allow pop-ups from www.popuptest.com

@ Continue blocking pop-ups

Manage pop-up blocking...

In the list that is displayed, you can view the pop-up window by clicking on it. Select the 'Allows allow pop-ups from...." for
unrestricted viewing of all pop-ups from that particular website. It will be automatically added to the exception list. Click the
'Manage pop-up blocking' link to access the 'Content Settings' dialog.

412.  Setting Fonts, Languages and Encoding

Comodo Dragon allows you to configure the font and language that you would like to read the web-page.
«  Click the Comodo Dragon icon <, located at the top-left corner.
«  Select 'Settings' from the menu > 'Show advanced settings' link.
«  Scroll down and in the 'Web Content' section, click the 'Customize fonts...".

Web content

Font size: Medium - Customize fonts...

Page zoom: 100% A

The 'Fonts and Encoding' dialog will be displayed.
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Fonts and encoding x

Standard font

Times Mew Roman * 16: Lorem ipsum dolor sit amet, consectetur
U adipiscing elit.
Tiny Huge
Serif font i
Times Mew Rorman  + 16: Lorem ipsum dolor sit amet, consectetur 1

adipiscing elit.

Sans-serif font

Arial - 16: Lorem ipsum dolor sit amet,
consectetur adipiscing elit.

Fixed-width font

Lorem ipsum dolor =it amet,
consectetur adipiscing elit.

Courier Mew -

0K

« Inthe 'Fonts and Encoding' dialog, select the font and encoding settings that you want the browser to display. Please
note that the text in the website may not be displayed correctly, if the default encoding is not compatible with the one
that is required by the website.

«  Click the 'Languages and spell- checker settings' button in the 'Language' section to set the language that you want
the browser to display.

«  The 'Languages' dialog will be displayed.
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x

Languages
Add languages and drag to order them based on your preference, Ind

Languages English (United States)

English (United States) Comoedo Dragon is displayed in this language

English This language is used for spell checking

Danish

| Add
| Enable spell checking Custom spelling dictionary -

« By default the Comodo Dragon language is English (United States). Select your preferred language from the drop-
down box.

«  Click the 'Add' button to include the languages that you would prefer to be included. You can remove language.

Add language %

Language:
Afrikaans -

Cancel

«  To turn the spell-checker on or off, checkbox 'Enable spell checking'

When 'Enable spell checking' is on you can add a new word to the dictionary'. Click the 'Custom spelling dictionary' link in the
bottom of the interface. The 'Custom spelling dictionary' window will open.
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4.13.  Search for Important Browser Settings

So you know what setting you want to modify but don’'t know where it is in Comodo Dragon? The Dragon settings search box
allows you to type keywords and instantly see the relevant settings in the right hand pane.

COMO00

Y Marilyn P by PrivDag B Comodc Free Ant Bookma +

4 > ¢ 0O chrome://settings * & "'t:l wa
C Free Antivirus | Free .. comodo - Yahoo! Se...

Dragon Settings

History Sign in

Sign in to Comeode Dragon with your Google Account to save your personalized browser features to the
I Settings wieb and access them from Comoda Dragon on any computer, You'll also be automatically signed in to

your faverite Google services. Learn more

el Sign in to Dragon

On startup
QOpen the Mew Tab page
Continue where I left off

®! Open a specific page or set of pages. Set pages

Appearance

Get themes

Show Home button
Il 1 »

To access the settings search box =
»  Click the Comodo Dragon icon located at the top-left corner.

»  Select ‘Settings’ from the menu.
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«  This will open the settings tab. The settings search box is located at the upper right - hand side.
«  Type any keyword in the search box and you will be instantly presented with the relevant controls in the right pane.

For example, if you want to know how to manage passwords, you could simply type ‘passwords’ in the search box.

CoMoDo

Free Ant Bookma

4 » ¢ [ chrome; /settings/search#password * & .r.h e
C Free Antivirus | Free ... comodo - Yahoo! Se..

Dragon Search results @,

. Sign in

Sign in to Comode Dragon with your Google Account to save your personalized browser features to the
I Settings web and access them from Comode Dragon on any computer. You'll also be automatically signed in to

your favorite Google services. Learn more

Sign in to Dragon

Privacy
Content settings... Clear browsing data... Clear at exit...
Comodo Dragon may us password password srience. You may optionally disable |=

these services. Learn more
Start browser in incognite mode
Do not allow websites to know where you came from (suppress HTTP Referrer header)
Use a prediction service to help complete searches and URLs typed in the address bar
wf Predict network actions to improve page load performance
W Enable phishing and malware protection
wf Enable malware domain filtering (Comodo Secure DNS)

Send a ‘Do Not Track” request with your browsing traffic

Passwords and forms

W Enable Autcfill to fill out web forms in a single click. Manage Autefill settings

W (Mffer tn cave nasswnrds T enter nn the weh. Manane saved nasewnreds
] i ¢

Every Dragon setting related to passwords will be collected and shown on the right. You can review and modify the required
settings right away.

4.14.  Configuring Dragon Updates

To make sure that you are protected by the latest security updates, Comodo Dragon automatically/manually updates whenever it
detects that a new version of the browser is available.
To configure updates

=

«  Navigate to the Comodo Dragon icon at the top-left corner. [

»  Select 'Settings' from the menu.

Updates

Disable autornatic updates

Updates for Comode Dragon will be downloaded and installed automatically.

If automatic updates are disabled then Dragon will not silently install updates. Instead, you will be alerted when updates are
available via the yellow notification bar.
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CoMODo -

4 » (’ D d-ragoﬂ:,.-*',.-*'d-rag:]n_.-*'set-f'-:-;é;- W
A new version of Comodo Dragon is available | Download l | Skip this update b

Click ‘Download’ to install the update. Clicking 'Skip this update' will, obviously, not install the update and will stop the yellow
notification bar from appearing every time Dragon is launched (for the duration that this particular update is available). It will
reappear, however, when the next update after that is available.

4.15.  Import From Another Browser

Users can import bookmarks, search engines, saved passwords and browsing history into Dragon from the following browsers:

« Internet Explorer

«  FireFox
«  Opera
«  Chrome

«  Google Toolbar

To import data
+  Click the Comodo Dragon icon "E' at the top-left corner.

«  Select Settings > 'Users' section.

+  Click 'Import bookmark and settings' button.

Settings
Users
You are currently the only Comodo Drago [
Add new user || Delete this user ‘ Import bookmarks and settings..)

»  The 'Import Bookmarks and Settings' dialog box will appear. Choose the browser you wish to import from and the
types of data you wish to import.

Import bookmarks and settings x

From: | Mozilla Firefox -

Select iterns to import:

! #| Browsing history
| Favorites/Bookmarks

| Saved passwords

| Search engines

Import | | Cancel |
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»  Click 'Import', a confirmation about successful importing process will be displayed.

Import bookmarks and settings »

Success!

Find your bookmarks in the Wrench menu or on the bookmarks bar.

| Always show the bookmarks bar

oK

rr e werr T v r S S a s

«  Imported bookmarks appear as a sub-folder within the "Other bookmarks" folder at the end of the bookmarks bar.

COMODO

4, Settings

4 » (* A& [ dragon//settings * v

0 Getting Started [~ Latest Headlines| "] Imported From Firef..,

Dragon Settings

4.16. Managing Your Website Passwords

Comodo Dragon allows you to save login data for your favorite websites so you can automatically sign in without having to
manually enter your username/password. This saves you from having to rely upon your memory or from storing passwords on
insecure media like post-it notes which can be lost or stolen. All saved passwords are securely stored in your Dragon user
profile. You can also set a 'master password'. If enabled, Dragon will ask you for this master password every time it is requested
to automatically enter login details for a website. This is very useful for shared computers.

»  Accessing password and form settings
«  Manage automatic password seftings
- Set a master password

Note: Your passwords, along with your other personal Dragon settings, can be synced with your Google account. This allows
you to easily retrieve and use these settings on other computers that you are using.

Accessing password settings
=)
«  Click the Comodo Dragon =8 con at the top-left corner.

»  Click Settings -> 'Show advanced settings' link.
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Passwords and forms

| Enable Autofill to fill out web forms in a single click. Manage Autofill settings
o Offer to save passwords I enter on the web, Manage saved passwords
Enable a master password

Manage automatic password settings

In the "Passwords and forms" section:
»  Check "Offer to save passwords | enter on the web" if you want Dragon to prompt you to save your password every
time you sign in to a new website.

If you let Dragon saves website passwords, you'll see a prompt every time you sign in to a new website. If you click 'Never for
this site' in the prompt, your password for the site is not saved and the site is added to a list of passwords that are never saved.

To edit the 'Never saved' list:

- . =)
«  Click the Comodo Dragon icon -4 at the top-left corner.
»  Select Settings > 'Show advanced settings' link.

»  Click 'Manage saved passwords' button.
« Inthe 'Passwords' dialog, scroll down to the "Never saved" section at the bottom.
To remove a site from this list, select a site and click the 'x' that appears the end of the row.

Now revisit the website and you should see the prompt to save your password information again, if you've allowed Google
Chrome to show the prompt.

1] Inbox (2) - testuser720@gr =

< » ¢ @ nhttps//mail.google.com/mail/?shva=1#inbox *ﬂ wwr

@ Do you want Comodo Dragen to save your password? { Save password | { Mever for this site *

Allow Gmail {mail.google.com) to open all email links? | & Use Gmail i Mo Learn mare  *

Delete saved passwords

- 1
+  Click the Comodo Dragon IS8 icon at the top-left corner.
«  Select Settings > Click 'Show advanced settings' link.

«  Click 'Manage saved passwords' button in the "Passwords and forms" section to see a list of all the usernames and
passwords that have been saved.

In the Passwords dialog that appears, use your mouse to hover over the site whose password you'd like to remove and click the
'x' that appears on the right.
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Passwords x

Saved passwords

() loginlive.com

Mever saved

e-mail.ua

oK

Set a master password

If you have asked Dragon to remember your usernames and passwords, then they will be automatically entered whenever you
visit a particular website. While this is very convenient, it can present a security risk if somebody else sits at your computer, visits
the login page of one of your websites and then automatically gains access to your account. The master password feature
allows you to overcome this by requiring a password before Dragon will enter your login data.

Important; Do not forget your master password. If you do, you will not be able to access your saved passwords.
To specify a master password:
- &1
+  Click the Comodo Dragon <88 icon at the top-left corner.
»  Click Settings-> 'Show advanced settings' link.

Passwords and forms
| Enable Autofill to fill out web forms in a single click. Manage Autofill zettings

of| Offerto save passwords I enter on the web., Manage saved passwords

Enable a master password

In the "Passwords and forms" section:
Check "Enable master password" box if you want Dragon to be protected with secure and unique passwords.

The 'Master password' dialog will open.
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i '1
& Master password ﬁ

Enter your password

Mew password |

Repeat password

[ Show password

Generate ] [ Ok J ’ Cancel

Enter a password for authenticating in the 'New password' box and then repeat it. Click 'Ok'.
Click 'Generate' button to automatically generate a password.
You can change your Master password as frequently as you would like to ensure that it remains secret.

To disable the master password

Click the Comodo Dragon @ icon at the top-left corner.

Click Settings-> 'Show advanced settings' link.
Click the 'Enable master password' checkbox.

Fl@ - EE il
Enter master password

OK J ’ Cancel

«  Type the previously generated password and click 'Ok'.

417. Comodo Message Center

Comodo Message Center messages periodically appear to keep you abreast of news in the Comodo world. Each notification
contains news about Comodo product updates, occasional requests for feedback and info about other Comodo products you
may be interested in.

5.Tabbed Browsing

This section briefs you on how to open a new tab page, the appearance of the page and how you can customize the
page. Comodo Dragon allows you to move around the thumbnails or rearrange the tabs as you wish. Click the following links to
know more:

«  Opening a New Tab Page
«  Customizing Your New Tab Page
«  Rearranging Tabs

»  Closing Tabs, Windows and Comodo Dragon
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«  Hiding/Displaying an Application Mark on Toolbar
«  Creating Desktop Shortcuts for Your Web Applications

5.1.0pening a New Tab Page

Comodo Dragon allows you to browse in multiple tabs. When you open a new tab, it contains 'Apps', 'Most Visited' and 'Recently
closed' sections.

To open new tab page
«  (Click the new tab nicon, which is next to the last tab.

I (C Antivirus Firewall Softwar: % l.

Anew tab page will open and you can see thumbnails of most visited sites in the center, links of most visited websites and
recently closed websites in the lower section of the page.

Free Antivirus | Free 55 Y Yahoo Russia
« » A& Q Q*Ll'ﬁﬁ“‘
c Antivirus Firewall So... @ Yahoo! Weather - W.., _, S5L Certificates - Op... .'-:| Imported From [E » D Other bookmarks
Mot signed in to Dragon
{(You're missing out—3zign in)
-
= k| w
Google Accounts ~ Chrome Web Store Log in Wikipedia, the fre...
— e = -
- 1 S e - — }
Hews
- — —
E: e
comodo - Yahoo! ... Good News |Tota... utube web site - B... Welcome to Com...
CDMEF?EE Most visite Apps Recently closed Web Store ~-

You can navigate between the 'Most visited' and 'Apps' sections by clicking the respective

links or, @@buttons located in right or left side of the browser.
I

The Apps section displays the thumbnails of the apps available in your computer.
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<> ¢ AalQ Q* B ) w

C Antivirus Firewall So... @' Yahoo! Weather - W... »  [] Other bookmarks

Mot signed in to Dragon
(You're missing out—sign in}

e @

Store Poppit TaxACT O...

( @ b
Entanglem... Harmony Google Pla...

by ARE YOU

deals  This#

eBay Deals  Are You W...

coOMODO Maost Apps Recently closed Web Store -

Dragon

Comodo Dragon remembers your preference and opens 'Most visited' section or 'Apps' section when you open a new tab page.
The Recently closed section contains the list of links to the websites that you have closed.

@ An Awesome Book, a little book about dreaming big.
] Inbox (2] - testuser? 20@gmail.com - Gmail
[ Manage Your Website Passwords, Password Protect Website | Dragon Browser
[ Manage Your Website Passwords, Password Protect Website | Dragen Browser
[ signin
&, Recent Malware Detection by Web Inspector - Malware and Blacklisted Sites List
O History

2 Tabs
[ Settings
[ Settings

I
Most visited Apps Recently closed —

«  Click on an application thumbnail to open it as a regular tab, as pinned tab, as a new window or as full screen
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depending upon your settings.
«  Click on a most visited website link to open the webpage.
«  Click on a link in the Recently Closed section to open the corresponding closed tab or window.

Further reading related to the topic of this page:
»  Customizing Your New Tab Page

5.2.Customizing Your New Tab Page

You can customize the new tab page by moving around the Apps thumbnails within the section. The thumbnails can be deleted
and moved around in one place. The sections also can be renamed and new sections created.

To rename a section
«  Double-click on the section that you want to rename.

Most visited

«  The label becomes editable for you to rename.

To remove an App

»  Right-click on the App thumbnail that you want to uninstall and click 'Remove from Dragon' from the context-sensitive
menu.

«  A'Confirm Uninstallation' dialog will appear.

r N
& Confirm Removal ﬁ

@ Remowve "Earbits Radio"?
N\

’ Remowve Cancel

«  Click 'Uninstall' to confirm your choice.

To remove a most visited site
«  Click and drag the most visitied thumbnail that you want to remove.
»  You can see a 'Remove from Dragon' trash can appear on the lower right corner of the web browser.
«  Drop the thumbnail in the trash can.

Or

«  Hover the mouse cursor on the thumbnail that you want to remove and click on the 'X" that appears on the top right
corner.
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ﬁ Remaove from Dragon

The thumbnail is now deleted from the page.

You can undo or restore all the thumbnails removed from the section by clicking the respective button in the Thumbnail
removed' notification that appears on the top of the web browser.

Thumbnail remeved. Unde Restoreall

To create a new section
«  Click and drop an app thumbnail to the bottom of the web browser.

You can see a new section link appearing next to the existing sections.

Angry Birds

B SO SR SRR
Most visited Apps

«  Drop the app into the new section.

«  Double-click on the new section to name it.

To reset a page to show blank thumbnails

You have to clear the browsing history in the tools menu to reset a new tab page to show blank thumbnails. Click here to know
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on how to clear the browsing history.

5.3.Rearranging Tabs

Comodo Dragon allows you to rearrange tabs or pull out a tab to open in a new window. You can also dock a new window into
another Comodo Dragon window as another tab.

« Justclick and hold a tab and move to another position in the same window.

«  Toopen atab in a new window, click and drag a tab and release it in the page.

»  Click and drag a tab in a window and dock it into another window as a tab.
To restore a tab or a window
You can recover a tab or window that you have closed in the 'Recently closed' section on the New Tab Page.
Topinatab

«  Right-click on the tab that you want to prevent from being moved around and select 'Pin tab' from the context-sensitive
menu. The tab will be pinned to the left of the browser window.

Right-Click Options.
«  Right-clicking on a tab opens context-sensitive menu:

«  New Tab - Opens a new tab page to the right of the browser window.

+  Reload - Refreshes the page.

»  Duplicate — Opens a duplicate page to the right of the browser window.

«  Pintab — Pins the tab to left of the browser window.

»  Close tab- Closes the tab.

»  Close other tabs — Closes all other tabs.

«  Close tabs to the right — All tabs to the right of the browser will be closed.

«  Reopen closed tab — Reopens last closed tab in the same tab location of the browser window.

«  Bookmark all tabs — All tabs that are currently open in the browser will be bookmarked.
Further reading related to the topic of this page:
Opening a New Tab Page

Customizing Your New Tab Page

5.4.Closing Tabs, Windows and Comodo Dragon

You can close a tab or a window in multiple ways.
To close a tab, window or Comodo Dragon
»  Click x in the tab or use the keyboard shortcut CTRL+W to close a tab.
«  Click x in the corner of the window or use the keyboard shortcut Alt+F4 to close a window.

=
«  Click the Comodo Dragon icon 3‘ located at the top-left corner and click Exit in the menu to close all tabs and
windows of Comodo Dragon.

To forcibly close an application or a web-page

+  Click the Comodo Dragon icon ffa' located at the top-left corner and select "Tools' from the menu.

»  Select the 'Task manager'.
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i B
& Task Manager - Comodo Dragon E@ﬂ
Task Mermory CPU  Metwork  FPS
@ Browser 134,904K 2 0 N/A
# Background Page: Earbits Radio 9,356K ] a

& Tab: Yahoo! 21,528K 0 0 0
A, Tab: Settings 30,148K 3 0
# Extension: Comodo Share Page Service  14,060K ] 0 MNA
¥ Extension: Comode Web Inspector 8,236K ] 0 MA
- GPU Process 54,020K 0 MAA M/A
# Plug-in: Shockwave Flash 9 656K ] MAA N/
Stats for nerds End process
1 -

»  Select the application or webpage that you want to close and click the 'End process' button.
The page of the affected tab will display a 'He's dead, Jim!' message.

Note: You can also use the keyboard shortcut Shift+Esc to open the Task Manager dialog.

Further reading related to the topic of this page:
+  Viewing Task Manager

5.5. Displaying/Hiding Application buttons on the Toolbar

Users can manage extension specific settings directly from the extension’s toolbar button. By default, Dragon automatically adds
extension buttons to the toolbar.

«  To hide an extension button, right-click on it and select 'Hide button' from the toolbar
Or

«  Open dragon.//extensions and click Disable.

coMoDo )

Shopping Assistant

Options
Disable

Remgye from Dragon

l‘ Manage extensions...

To reinstate the button to the toolbar;
«  Click the wrench icon.
«  Select Tools > Extensions.

»  Find the extension you want
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Tick the 'Enabled' checkbox.

Extensions | Developer mode

Q Clearly — 8.3354.571.444 ¥ Enabled ) T

Clearly makes blog posts, articles and webpages clean and easy to

read. Save them to Evernote to read anywhere. Visit website

| Allow in incognito [ ] Allow access to file URLs  Options

Right clicking on an extension button also allows you to manage extension specific settings such as (extension) Allow in
incognito mode, Options, Allow access to Urls.

5.6.Creating Desktop Shortcuts for Your Web Applications

You can create shortcuts to your web applications to access them faster.
»  Open new tab page.
«  Right-click on the application.

«  Select the 'Create shortcut'.

eBav Neals (Gnonle Bonks

eBay Deals

Cipen as regular tab
v Oipen as pinned tab

Open as window

Open full screen

Remove from Dragon

f Create shortcut

'Create application shortcuts' dialog will be displayed. Select the location to where the application is to be placed.
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F m
& Create application shortcuts ﬁ

eBay Deals
Grab yourself a great deal on eBay! Find deals on
eBay.com, eBay.co.uk, eBay.com.au and eBay.de

i
T

Create application shortcuts in the following places:

Desktop
Start menu

[] Pin to Taskbar

Create ] ’ Cancel

«  Click 'Create' for the settings to take effect.

Comodo Dragon also suggests an ability to open the application in new window.
«  Openanew tab.
«  Select the applications and right-click on it.

«  Select the 'Open as window'.

ehY

= 1 el Lo L

eBay Deals

eBay
Cpen as regular tab
o nned tab
I:E Open as window >
Open screen
Remove from Dragon

Create shortcut

You also can open as regular tab, pinned tab or in full screen'.

6.Bookmarks

Bookmarks are an easy way to store the links of your favorite web-pages that you visit frequently or pages that you might want
to refer later. This section shows you how to create, edit and manage bookmarks. Click the following links to know more.

- Creating Bookmarks
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+  Finding and Editing Bookmarks
«  Managing Bookmarks

«  Importing and Exporting Bookmarks

6.1.Creating Bookmarks

Comodo Dragon allows you to create bookmarks in multiple ways. If you had selected the option to display the bookmark bar in
the browser window, it displays the bookmarked pages available in that folder.

To create a bookmark

Method 1

»  Click the % icon at the right side of the address bar.

The web-page is automatically bookmarked in the recently used bookmarked folder.

ITF-8&fr=chrc-comodoé&p=comodo '\,51.;'
Bookmark added!
VAW omodo - Yahoo! Search Result |

Folder:  Bookmarks bar -

Remove Edit... Done

In the bookmark dialog, you can edit the name or move it to another folder. Click the 'Remove' link if you do not want to
bookmark the page. Click the 'Edit' button to open the 'Edit Bookmark' dialog. Here you can change the address and name of
the web-page or create a new folder.
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I x
I Edit Bookmark |
PR comodo - Yahoo! Search Result]
v URL:  iyahcoo.com/searchiei=UTF-88&fr=chrc-comodefp=comeda
f [7=7 Bookmarks bar
[ Other bookmarks
|
|
|
Mew folder Save Cancel
«  Click 'OK" when you have finished.
Method 2
»  You can import bookmarks from other browsers.
Method 3
«  Drag and drop a link in the web-page to the bookmarks bar that you are currently viewing to create a bookmark of the
link.
Method 4
- Justdrag the icon next the webpage in the address bar to the bookmarks bar to create a bookmark of the page.
Method 5

«  Use the keyboard short cut CTRL+D to create a bookmark of the web-page that you are currently viewing.

Further reading related to the topic of this page:
«  Finding and Editing Bookmarks
+  Managing Bookmarks
« Importing and Exporting Bookmarks

6.2.Finding and Editing Bookmarks

The bookmark bar under the address bar of the browser displays all your bookmark folders and bookmarks. If you have not
docked the bookmark bar, follow the steps given below:
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To dock the bookmark bar
»  Click the Comodo Dragon icon ﬁ}' located at the top-left corner.
»  Select 'Settings' from the menu.

» Inthe 'Appearance’ section, checkbox 'Always show the bookmarks bar'.

B! Yahoo!

<« » ¢ #& [Jusyahoocom/?fr=fpc-comodo
pGeﬂing Started [ Latest Headlines Dlmporhed From Firef... ﬂ = E Extensions

Settings

GetYahoe! on your phone Web Images Vide Local News |

Right-click options on the bookmark bar
The following options are available when you right-click on the bookmark bar.
Open all bookmarks

«  Open all bookmarks in new window

«  Open all bookmarks in incognito window

e rename

« Cut

«  Copy

+ Paste

*  Delete

» Addapage

« Add afolder
*  Bookmark manager
«  Show bookmarks bar

The bookmark bar is docked under the address bar of the browser. The 'Bookmark manager' menu also allows you to find and
edit the bookmarks.

To edit bookmarks
»  Right-click a bookmark on the bookmark bar.
«  Select the 'Edit' from the menu.

«  The Edit Bookmark dialog is displayed.
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I
I Edit Bookmark I

Mame: | comodo - Yahoo! Search Results

URL:  1yzhoo.com/searchiei=UTF-8&fr=chrc-comodofip=comodo

[F=7 Bockmarks bar
[ Other bookmarks

Mew folder Save Cancel

Here you can edit the name, web address of the bookmark. You can also create a new folder from here.

To delete bookmarks
«  Right-click a bookmark on the bookmark bar.
«  Select the 'Delete' from the menu.

The selected bookmark will be deleted. Please note that when you delete a folder, all the bookmarks in the folder will also be
deleted.

6.3.Managing Bookmarks

The Bookmark Manager in Comodo Dragon allows you to organize your bookmarks. Here you can edit, delete or rename
bookmarks and folders. Right-click on any of the folder and open all the bookmarks in new tabs, new window or in incognito
window.

To open bookmark manager =
fa

«  Click the Comodo Dragon icon <, located at the top-left corner.
»  Select Bookmarks -> Bookmark manager from the menu.

The Bookmark Manager interface will be displayed.
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)

< ¥ Yahoo! ¥ I Settings

4 » A& [ dragon//bookmarks/#1 * w 3 ) &
GGetting Started [ Latest Headlines ("] Imported From Firef.., ﬁ E [ BExtensions 2

* L |

Bookmark Manager Organize~

Fe

w [—=7Bookmarks bar = @ Getting Started
[T Latest Headlines [T Latest Headlines
w [“=rImported From Firefos (1 Impeorted From Firefox
(21 Moxzilla Firefox &
(= winpe_new E
[ winpe_old [ Extensions
[C7 open office [ Settings
[C7 English
(O sEO
[C0 Article
O3 Antivirus_article
[C1 s5L_article
O Unsorted Bookma
[0 Other bookmarks

. Recent

m

1

1 | 1 | 3

In this interface you can edit, rename, move a bookmark or search bookmarks.

To move bookmarks

« Just click and drag a bookmark or folder to another destination to the folder list in the left side.

To rename a folder, bookmark or edit web address
»  Select the bookmark you want to edit.
«  Click the 'Organize' menu and select 'Edit' and change the name or web address.
«  Select the folder you want to rename.
»  Click the 'Organize' menu and select 'Rename’.

You can also right-click a bookmark or folder and edit or rename in the interface or in the bookmark bar.

To search bookmarks

»  Enter the bookmark name in the search box in the bookmark manager to search the item.

To delete a bookmark or folder
»  Select the bookmark or folder you want to delete.
»  Click the 'Organize' menu and select 'Delete’.

You can also right-click on the item and select delete from the menu.
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To add a new bookmark folder
«  Select the location you want to add new bookmark folder in the left side.
«  Click the 'Organize' menu and select 'Add folder'.

You can also right-click on the desired location and add a new folder from the menu.

6.4.Importing And Exporting Bookmarks

Comodo Dragon allows you to import bookmarks from Internet Explorer, Firefox and Chrome.

To import bookmarks from Internet Explorer, Firefox, Opera, Chrome and Google Toolbar
»  Click the Comodo Dragon icon '3‘ located at the top-left corner.
«  Select 'Bookmarks' from the menu > Import bookmarks and settings.

or
«  Type dragon://settings/importData

or

«  Select 'Settings' from the menu, then click "Import bookmarks and settings" in the 'User' section.

Settings

Users
You are currently the only Comeode Drago [
Add new user || Delete this user ‘ Import bookmarks and settings..)

The 'Import Bookmarks and Settings' dialog will be displayed.

Import bookmarks and settings »

From: | Mozilla Firefox -

Select iterns to import:

| | Browsing history
| Favorites/Bookmarks

| Saved passwords

#| Search engines

Import | | Cancel |

»  Select the browser from which you want to import the items in the drop-down box.
»  Select the items that you want to import from the browser.
»  Click the 'Import' button.

The bookmarks from the other browser will now be available in Comodo Dragon as a sub folder under 'Other Bookmarks' at the
top right side of the bookmark bar. You can also view the imported bookmark folder in the 'Bookmark manager' interface.
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To import bookmarks from any browser as a HTML file
«  Export the bookmarks as a HTML file in any browser and save it to your computer.

»  Click the Comodo Dragon icon located at the top-left corner.
»  Select the 'Bookmark manager' from the menu.

«  Click the 'Organize' and select 'Import bookmarks' from the menu.

«  Navigate to the HTML file saved in your computer and click '‘Open’.

The bookmarks from the other browser will now be available in Comodo Dragon as a sub folder under 'Other Bookmarks' at the
top right side of the bookmark bar. You can also view the imported bookmark folder in the '‘Bookmark manager' interface.

To export bookmarks from Comodo Dragon
«  Click the Comodo Dragon icon @ ocated at the top-left corner.
«  Select the '‘Bookmark manager' from the menu.
«  Click the 'Organize' and select 'Export bookmarks' from the menu.
»  Choose a location where you want the bookmarks to be saved and click the 'Save' button.

The bookmarks will be saved as a HTML file.

/. Privacy and Security

This section explains how to configure privacy and security settings in Comodo Dragon. These settings help make sure your
private data remains safe and secure while browsing online. Click the links to find out more:

«  Deleting Browsing History

«  Managing Cookies

«  Configuring Settings for Location Sharing

+  Configuring Settings for Images, Java Scripts and Web Contents
«  Configuring Advanced Seftings

«  Using Comodo Dragon in Incognito Mode

«  SSL Certificates and Secure Connections
»  SSL/HTTPS Security Settings

- Blocking Insecure Content
«  Force Secure Connection
»  CertSentry

7.1.Deleting Browsing History

Comodo Dragon allows you to clear your entire browsing history or choose certain History items that should be deleted. You can
also clear your Internet browser browsing history each time you exit the browser to protect your privacy. When you opt to clear
the entire browsing history, all cached web pages and browsing history will be removed. The action also clears the thumbnails of
your most visited pages on the new tab page.

To delete entire browsing history
«  Click the Comodo Dragon icon ﬁ} located at the top-left corner.
»  Select the Tools' from the menu.
«  Click the 'Clear browsing data'.

or
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»  Select 'Settings' from the menu > 'Show advanced settings' link.

» Inthe 'Privacy’ section, click the 'Clear browsing data' or 'Clear at exit' button.

Privacy
Content settings... Clear browsing data... Clear at exit...

Comode Dragon may use web services to improve your browsing experience. You may optionally disable

these services, Learn more

The Clear Browsing Data dialog will be displayed.

Clear browsing data

Obliterate the following items from: | the past hour -
of | Clear browsing history
of| Clear download history
| Empty the cache
of| Delete cookies and other site and plug-in data

Clear saved passwords
Clear saved Autofill form data

Clear data from hosted apps

Learn more Clear browsing data Cancel

«  Select the checkbox besides the items that you want to delete.

»  Select the time period that you want to clear browsing history in the 'Obliterate the following items from' drop-down
box.

«  Click the 'Clear browsing data' to delete selected items for your chosen time period.

To delete specific items from the browsing history

«  Click the Comodo Dragon icon |88 located at the top-left corner.
»  Select History' from the menu.
or

«  Select 'Settings' from the menu > History.

Comodo Dragon will display the History page in a new tab.
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@ coMoDo - B X
' ¥ Yahoo! Bl @ History
> A0 dragon://history w| w
For quick access, place your bookmarks here on the bockmarks bar. Import bookmarks now...
-
Dragon History Search history |=
|| History _ -
| Clear all browsing data... || Remowve selected items

Today - Tuesday, January 15, 2013

W 1251 PM @! Yahoo! usyshoo.com
Help 1247 PM g Chrome Web Store chrome.google.com
1242PM g Chrome Web Store chrome.google.cor
1242 PM £ Chrome Web 5tore - Home chrome.google.con
12:37 PM configthome - Mowyk Google vwww.google.com.ua
1215PM & Recent Malware Detection by Web Inspector - Malware a... app.webinspectar.corr
1215 PM \l Web Inspector app.webinspector.com
12:11 PhA '] Web Inspector app.webinspector.com

- Select the checkboxes displayed besides the items that you want to delete.
«  Click the 'Adobe Flash Player storage settings..." link to manage your Flash Player settings in your computer.
«  Click the 'Remove selected items' button to delete.

You can also clear the entire browsing history from the above interface.

Further reading related to the topic of this page:
Opening a New Tab Page

7.2.Managing Cookies

Cookies are small pieces of information sent by websites that you've visited which are stored by your web browser. Cookies are

used by these websites to store your preferences about that website (for example, if you ask a website to 'Keep me logged in' or
similar, it is the cookie that keeps a record of this preference). However, a potential privacy concern with cookies is that they can
allow websites to track your navigation when you are browsing those websites. So it is vital that you know about cookie settings.
Comodo Dragon allows you great control over cookie settings.

To set cookie permissions
. . ~)
«  Click the Comodo Dragon icon =4l located at the top-left corner.

»  Select 'Settings' from the menu > 'Show advanced settings' link.

» Inthe 'Privacy' section, click the 'Content settings' button and select 'Cookies' from the list of feature.

The Content Settings dialog will be displayed.
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x

Content settings

Cookies

[m] »

% Allow local data to be set (recommended)
Keep local data only until I quit my browser
Block sites from setting any data

| Block third-party cookies and site data ()

Manage exceptions... All cookies and site data...

«  Select 'Allow local data to be set' to permit both first-party and third-party cookies to be stored in your computer.

«  Select 'Keep local data only until | quit my browser' allow sites to keep local data including first-party and third-party
cookies and erase them when you exit or quit Dragon.

«  If you want to block all cookies, select 'Block sites from setting any data'. Please note that websites that require your

sign-in will not work, if this setting is selected. In &, address bar, the picture will be displayed indicating a cookie has
been blocked.

«  Select 'Block third-party cookies and site data’ to allow only first-party cookies.

»  Select 'Clear cookies and other site and plug-in data when | close my browser' to clear all cookies when the browser is
closed.

«  'Clear history when | close my browser' deletes your browsing history from Dragon when close your browser.

Adding Exceptions
Comodo Dragon allows you to control cookies for some specified domains or websites.

»  Click the 'Manage exceptions' button in the 'Content Settings' dialog.

The Cookie Exceptions dialog will be displayed.

Cookie and site data exceptions .
Hostname pattern Behavior
[*]google.com Allow
[*.Jwww.comodo.com Allow E
Allow -

Learn more Done

«  Enter the domain name in the 'Hostname Pattern' text box in the New Exception dialog to create an exception. Insert
[*.] before the domain name to create exception for the entire domain. For example, [*.] comodo.com. Non-http url, IP
address and IPv6 address can also be entered.

« Inthe 'Behavior' drop-down box, select either Allow, Session only or Block. 'Session only' actions clears the website's
cookies from your computer each time the browser is closed.
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To delete cookies
«  Click the 'All cookies and site data' in the 'Content Setting' dialog.
The Cookies and Other Data dialog will be displayed.

Cookies and site data x

Site Locally stored data Remove all e |

13

paypall12.2o7.net 1 cookie

m

addthis.com 6 cookies

adnxs.com 2 cookies

adriver.ru 1 cookie

d.adroll.com 1 cookie

atdmt.com 2 cookies

begun.ru 2 cookies

ccloud.com 4 cookies >

0K

- Select the site that you want the cookie to be deleted. Then select the cookie and click the 'Remove' button.
«  Click the 'Remove All' to delete all cookies.

Information about cookies in the current page
Cookie icon will be displayed in the address bar of the page that you have blocked or set to allow..

+  Ifyou have selected to block all cookies by default, but made exception to allow cookies for a certain page, the &5
icon will appear in the address bar of that page.

«  Ifyou have selected to allow cookies by default, but made exception to block cookies for a certain page, the &% con
will appear in the address bar of that page.

You can view the cookies that have been blocked or set by clicking the icon.

«  Click the cookie icon in the address bar.

Gx W

| This page was prevented from setting cookies,

& Always allow www.comodo.com to set cookies

Continue blocking cockies

o ppor
Show cookies and other site data...

1
J Manage cookie blocking... Done

« Ifyou click the 'Manage cookie blocking' link, the 'Content Setting' dialog will be displayed.
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«  Click the 'Show cookies and other site data' link.
Cookies set by this page

Allowed Blocked

* [ geogleads.g.doubleclick.net

The following cockies were blocked (third-party cockies are being blocked
~ (0 Cookies
Q? test_cookie

without exception):
s
+ [ google.com

3 D doubleclick.net
v 1 Cookies bl

Allow Clear on exit

Mame: <no cookie selected>
Content: <no cookie selected>
Domain: <no cookie selected>

Path: <no cookie selected>
Send for: <no cookie selected>

Created: <no cookie selected>

Expires: <no cookie selected>

Close

«  Select the site and click the Allow button. The domain will be included the exceptions list.
« Ifyou click the 'Allow for session only" button, the cookies will be cleared each time you close your browser.

«  You can re-block the allowed cookies for a particular page by selecting the 'Block' button in the 'Allowed' tab.

7.3.Configuring Settings for Location Sharing

Location sharing feature in Comodo Dragon allows your physical location to be tracked by websites. For example, if you visit a
shopping website, the page may request your permission for locating you so that it will display all the shopping malls near you.
Comodo Dragon always alerts you whenever a permission is requested for locating you. An icon appears in the address bar if
you've permitted the site to share your location.

To enable or disable location sharing :':l"
«  Click the Comodo Dragon icon located at the top-left corner.
»  Select 'Settings' from the menu > 'Show advanced settings' link.
- Inthe 'Privacy' section, click the 'Content settings' button.
The Content Settings dialog will be displayed. Select 'Location' from the list of features.
Location
) Allow all sites to track my physical location
® Ask me when a site tries to track my physical location (recormnmended)

Do not allow any site to track my physical location

Manage exceptions...

- Ifyou select 'Allow all sites to track my physical location', Comodo Dragon allows all websites to track you.
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- If you select '"Ask me when a site tries to track my physical location’, you will be alerted whenever a site requests your

permission to track you.

- Ifyou select. 'Do not allow any site to track my physical location', Comodo Dragon will automatically reject permission

from websites to track your location.

«  Click the 'Manage exceptions' button to remove list of websites or a specific site that you've granted permission to

track you.
+  Click 'Ok" when you have finished.

7.4.Configuring Settings for Images, Java Scripts and other

Web Contents

You can configure the settings for images, java scripts and other web contents such as cookies, plug-ins, pop-ups, location

sharing and notifications.
«  Click the Comodo Dragon icon located at the top-left corner.
»  Select 'Settings' from the menu > 'Show advanced settings' link.

« Inthe 'Privacy' section, click the 'Content settings' button.

The 'Content Settings' dialog will be displayed.

Content settings

Cookies
® Allow local data to be set (recommended)
Keep local data only until T quit my browser
Block sites from setting any data

Block third-party cookies and site data

Manage exceptions... All cookies and site data...

Images
®) Show all images (recommended)

Do not show any images

Manage exceptions...

JavaScript
®) Allow all sites to run JavaScript (recommended)

Do not allow any site to run JavaScript

Manage exceptions...

Handlers

Select the feature for which you want to configure the settings.

Cookies

»

m

| Dane |
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Cookies are small pieces of information sent by websites that you've visited which are stored by your web browser. Cookies are
used by these websites to store your preferences about that website (for example, if you ask a website to 'Keep me logged in' or
similar, it is the cookie that keeps a record of this preference). However, a potential privacy concern with cookies is that they can
allow websites to track your navigation when you are browsing those websites. Click here to know more about managing
cookies.

Images
«  Select 'Show all images' for the browser to display all images.

«  Select "Do not show any images to block all images. The icon in the right side of the address bar indicates that images
are blocked.

Adding Exceptions
Comodo Dragon allows you to control images for some specified domains or websites.
»  Click the 'Manage exceptions' button in the 'Images' section.

The 'Image Exception' dialog will be displayed.

Image exceptions

Hostname pattern Behavior
[*]google.com Allow
[* Jwww.comada.com Allow
[*]Jaddthis.com Allow

Allow -

Learn more

s e

«  Enter the domain name in the 'Hostname Pattern' text box in the Image Exception dialog to create an exception.
Insert [*.] before the domain name to create exception for the entire domain. For example, [*.] comodo.com. Non-http
url, IP address and IPv6 address can also be entered.

« Inthe 'Behavior' drop-down box, select either Allow or Block.

JavaScript
Web developers use javascript to make websites more interactive.
«  Select 'Allow all sites to run JavaScript' for full functionality of websites.

»  Select 'Do not allow any site to run JavaScript' to disable JavaScript. If you select this option some websites may not
work properly.

«  Click 'Manage exceptions' button to add or block for some specified domains or websites.

Handlers

Handlers feature allows you to open certain links is determined by the Default Handler for your computer. Learn more about this
in Handling the Protocols.

Plug-ins
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Websites use plug-ins to process certain types of content, such as Flash and Windows Media files. These files cannot be
processed by browsers and require plug-ins. Comodo Dragon allows plug-ins by default. Click here to know more about
managing plug-ins.

»  Select 'Block all' to block all plug-ins.
«  Select "Run automatically' to allow all plug-ins to run in the browser.
«  Click the 'Display individual plug-ins' to disable selected plug-ins.

«  Click 'Manage exceptions' button to add or block for some specified domains or websites.

Pop-Ups
«  Comodo Dragon blocks all pop-ups by default.

«  Select 'Allow all sites to show pop-ups', if you want to allow all pop-ups to show in your browser. Learn more about
this in Configuring Pop-ups.

Location

Comodo Dragon allows your physical location to be tracked by websites. By default, the browser is configured to alert you
whenever a site requests your permission to track your location. Learn more about this in 'Configuring Settings for Location
Sharing' section.

Notifications

Certain websites are capable of showing notifications on your desktop. Comodo Dragon is configured to alert you by default
whenever a site wants your permission to show notifications automatically. Select your choice in the Content Settings dialog.

»  Click the Exceptions button in the above mentioned features to customize your settings.

Full screen
Full screen setting allows you to choose how Dragon handles request to open websites in fullscreen mode. Click here to know
more about managing fullscreen mode.

Mouse cursor
Certain websites or web applications (as games) might request to disable your mouse cursor. Configuring Mouse cursor setting
provides a choice on how handles this type of request. Click here to know more about managing mouse cursor.

Protected content
This feature allows to run protected content such as movies or music using a unique ID to plugins. (By default = Enabled)

Content settings x

Protected content

Some content services use machine identifiers to uniquely identify you for the purposes of authorizing access

to protected content,

m|

| Allow identifiers for protected content (computer restart may be required)

Unsandboxed plug-in access

The sandbox feature configures the security level and is helpful to test the behavior of new executables that you have
downloaded or for applications that you are not sure that you trust. Unsandboxed plug-in access restrains access on your
computer by blocking unsandboxed plug-ins from automatically accessing files on your computer. Learn more about this in
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'Configuring Settings for Unsanboxed Plug-in Access' section.

Media

Sites with media functionality can request access to your camera and microphone. Learn more about this in 'Configuring
Settings For Media' section.

Further reading related to the topic of this page:
«  Managing Cookies
«  Configuring Settings for Location Sharing
»  Managing Extensions and Plug-ins

7.5.Configuring Advanced Settings

Advanced privacy settings help make sure your confidential data remains safe and secure while browsing online.

To configure advanced security settings
«  Click the Comodo Dragon icon located at the top-left corner.

»  Select 'Settings' from the menu > 'Show advanced settings' link.

Privacy

| Content settings... | Clear browsing data... Clear at exit...

Comode Dragon may use web services to improve your browsing experience. You may optionally disable

these services, Learn more

Start browser in incognite mode
Do not allow websites to know where you came from (suppress HTTP Referrer header)
Use a prediction service to help complete searches and URLs typed in the address bar
of| Predict network actions to improve page lead performance
of| Enable phishing and malware protection
of| Enable malware domain filtering (Comodo Secure DMNS)

Send a ‘Do Mot Track' request with your browsing traffic

Start browsing in incognito mode. Incognito mode means you can browse the Internet without creating a browser or search
history or other leaving traces such as cookies. For more information, please click here.

Clear history and cookies at exit. This setting is disabled by default and clears all history and cookies when the user closes the
application.

Do not allow websites to know where you came from (suppress HTTP referrer header). The disable referrer option stops website
owners from knowing which URL (website) you visited immediately before arriving at their website. This option is disabled by
default. Enabling this option will immediately stop referrer information from being passed to websites that you visit.

Use a prediction service to help complete searches and URLSs typed in the address bar. Click the following link to know more
about Prediction service.

Predict network actions to improve page load performance. If enabled, Comodo Dragon will ook up the IP addresses of all links
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on a webpage. Then, if you decide to click one of those links, the resulting page will load faster. By default, this option is
enabled.

Phishing and Malware Protection. This setting is enabled by default in Comodo Dragon and alerts you if the website that you are
trying to browse contains malware or suspected of phishing attacks.

Enable malware domain filtering (Comodo Secure DNS). If enabled, Comodo Dragon will use Comodo Secure DNS servers
instead of default DNS servers provided by your service providers.

Irrespective of whether or not you have chosen the option 'l would like to use Comodo SecureDNS Servers (with all
applications)' or | would like to use COMODO SecureDNS Servers (in Dragon only) in step 4 during installation, selecting this
option will force Comodo Dragon to use Comodo SecureDNS for malware domain filtering.

SecureDNS references a real-time block list (RBL) of harmful websites. These include phishing sites, malware sites, spyware
sites, and parked domains that contain excessive advertising. You'll be warned whenever you attempt to access a site
containing such potentially threatening content. Our highly secure infrastructure also reduces your exposure to DNS poisoning
attacks.

In addition, enabling Comodo SecureDNS makes the web pages you visit to load faster as Comodo operate a huge network of
fully redundant DNS servers located at optimal locations around the world. Your requests for web-pages are always resolved by
the high performance DNS cluster closest to you. Hence the websites load faster than if you continue to use the DNS server
provided by your ISP (which you share with all their other customers of the ISP).

Visit http://www.comodo.com/secure-dns/ for more details.

Send a 'Do not frack’ request. If enabled, this setting informs websites of your preference that they do not track your actions.
Please note that, while this setting does afford an additional degree of privacy, websites and advertising networks are not legally
compelled to honor these requests. See ‘Use PrivDog To Stop Websites Tracking Your Activity’ for more information on how
Comodo Dragon helps protect your online privacy.

Further reading related to the topic of this page:
«  Managing Cookies
«  Configuring Settings for Location Sharing
+  Configuring Settings for Images, Java Scripts and Web Contents
SSL Certificates and Secure Connections

7.6.Using Comodo Dragon in Incognito Mode

Incognito mode allows you to browse the Internet without leaving any browser traces — meaning you don't have to remember a
bunch of browser clean-up actions like 'Clear History' or 'Clear Cookies' at the end of your session. When you use the browser in
this mode, there will be no history and other traces such as cookies are removed. However, changes made to bookmarks and
general settings in this mode are saved.

To open an incognito window
+  Click the Comodo Dragon icon located at the top-left corner.
«  Select 'New incognito window' from the menu.
OR
«  Select 'Settings' > 'Show advanced settings' link > Privacy section.
«  Select 'Start browser in incognito mode' checkbox.

A new window with the icon at the top left corner will open.
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You've gone incognito. Pages you view in this window won't appear in your browser histery or search
history, and they won't leave other traces, like cookies, on your computer after you close all open il
incegnite windows. Any files you download or bookmarks you create will be preserved, however,

Going incognito doesn’t affect the behavior of other people, servers, or software. Be wary of:

Websites that collect or share information about you

Internet service providers or employers that track the pages you visit
Malicious software that tracks your keystrokes in exchange for free smileys
Surveillance by secret agents

People standing behind you

L B B

Learn more about incognito browsing,

Because Comodo Dragon does not control how extensions handle your personal data, all extensions have
been disabled for incegnite windows. You can reenable themn individually in the extensicns manager.

Please note that even though the browser do not store information about the website that you visit in this mode, the websites
that you visited may still have information about your visit. Files downloaded and saved will remain in your computer.

Other ways to open in incognito mode

Right-click on any bookmark in the bookmark bar, bookmark manager or in the history page and open in incognito mode.

7.7.Using Comodo Dragon in Virtual Mode

Virtual Mode allows you to surf the Internet with far greater protection against online threats. With this feature enabled, Comodo
Dragon will run in a fully virtualized sandbox which is totally isolated from your real computer. Any threats, scripts or malware
you many encounter while on the Internet will not be able to infect your real computer and all temporary Internet data will be
written to a virtual file system.

Notes:

«  To use virtual mode, Comodo Internet Security (CIS) 2013 or above must be installed on your computer. This is
because CIS provides the underlying virtualization technology required by Virtual Mode. CIS is completely free of
charge and features a fully-fledged antivirus scanner, an award-winning firewall, a host intrusion prevention system, a
sandbox for untrusted software and many other essential security features.

«  Read more about CIS and download from www.comodo.com/home/internet-security/free-internet-security.php

«  Any files you want to download and keep must be saved to a special folder called 'Shared Space'. By default, this is
located at:

C:\Program Data\Shared Space (Windows 7, Windows Vista)
C:\Documents and Settings\All Users\Application Data\Shared Space (Windows XP)
«  Alternatively, open Comodo Internet Security and click the 'Shared Space' button.

After entering ‘Virtual Mode’, we suggest you also engage ‘Incognito’ mode for additional privacy online. Search history, cookies
and other traces are not created while in Incognito mode.

To switch to virtual mode
. . )
+  Click the Comodo Dragon icon at the top-left corner |y
«  Select 'Switch to virtual mode' from the menu

- IfCIS s not detected, you will be offered the opportunity to download and install it.
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7.8.SSL Certificates and Secure Connections

Whenever you successfully make a secure connection to a website, the beginning of the URL will change from HTTP to HTTPS
(with the ‘S’ standing for secure) and a padlock will be displayed to the left of the address. This indicates that the page is using
an SSL certificate to encrypt all communications between you and the website. However, not every type of certificate should be
trusted to the same degree. Uniquely amongst browsers, Comodo Dragon distinguishes between all three types of SSL
certificate and clearly indicates which type is being used by the website.

There are three main types of certificate — Domain Validated (DV), Organization Validated (OV) and Extended Validation (EV).

Domain Validated (DV) - These certificates are the lowest cost means of securing a website but do not provide authentication or
validation of the business behind the website. Unlike EV and OV certificates, DV certs provide are validated and provisioned
automatically via an online interface using a system of 'challenge-response' emails. If the site you are on is using a DV certificate
then Dragon will change HTTPS to yellow and place a yellow alert symbol over the padlock. This is to inform you that the
organization behind the website has not been authenticated so you may want to proceed with caution:

COMODD

o
9 B RapidSSL - Buy SSL Certifice

4 Pp

¢ A B Bx v @E Q
@ Getting Started (7 Latest Headlines (7 Imported From Firef... % [ [ Bxensions [ Settings

e i o . . = -

Hpsy/ fwww.rapidssl.com

Organization Validation (OV) — These certificates include full business and company validation from a certificate authority using
currently established and accepted manual vetting processes. Because of this requirement, these certificates provide
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significantly higher levels of trust and security than DV SSL certificates but are not validated to the stringent standards set by the
CAJ/B forum and do not possess the ability to turn the address bar green in the latest browsers. If the site you on is using an OV
certificate then Dragon will display the padlock and HTTPS in a green color. This is to inform you that the business behind the
website has been validated and it is safe to proceed with any transaction:

COMODO

[ https://www.organizationv: * &3

4 » (* #& 3 ntps//www.organizationvalidated.com @ a W we @ £} &

@ Getting Started (] Latest Headlines [T Imported From Firef... % [ [ Edtensions [7] Settings

Extended Validation (EV) - EV certificates are validated to the rigorous guidelines set by the CA/B Forum — an independent
standards body that requires in-depth verification of the legality and probity of a company before it is issued with a certificate.
Because of this, EV certificates provide the highest levels of security and trust to end-users. To indicate this higher level of trust,
Comodo Dragon turns the entire address bar green if you are on a site which is using an Extended Validation certificate:

CoMODo

(C S5 Certificates - Secure Ser % JE3

4« » * A& |8 ComodoCALtd[GB] hitps,//www.comodo.com ax w B E &
lﬁG\e’c‘ting Started (] Latest Headlines [T Imported From Firef., @ ﬂ [ Extensions [ Settings

Users can enable or disable this feature in the HTTPS/SSL section of 'Settings' > 'Show advanced settings' link. Click here for
more information.

Background Information

An SSL Certificate can only signify that it is safe to trade with a company when two vital steps are completed prior to its
issuance:

1. Verification that the certificate applicant is in control of the domain name.
2. 2. Verification that the certificate applicant is a legitimate and legally accountable business.
DV certs only establish 1) whereas OV and EV certs establish both 1) and 2)

Trust between the person using the browser the website they are connected to is only possible when BOTH these stages of
validation are completed. Step 2) is carried out by a Certificate Authority (CA) such as Comodo or Verisign. A CA employs
human operatives to carry out strict vetting of the applicant’s business and legal standing. Only once this layer of company
validation has been completed can a website be truly ‘trusted’.

High Assurance certificates show the full company name and address
—indicating that background checks were run prior to the certificate
being issued to the organization.
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|_B HostDime.com, Inc. [US]|https:f;‘core.hostdime.t

HostDime.com, Inc. (core.hostdime.com)
The identity of HostDime.com, Inc. at
Orlande, FL US has been verified by COMODO
Extended Validation Secure Server CA.
Certificate information

B Your connection to core hostdime.com is
encrypted with 256-bit encryption.

The connection uses TL51.0,

The coennection is encrypted using

AES 256_CBC, with SHAL for message
authentication and DHE_RSA as the key
exchange mechanism,

The connection is not compressed.

The server does not support the TLS
renegotiation extension,

"] Site information
2 You have never visited this site before today,

What do these mean?

7.9.SSL/HTTPS Security Settings

The 'SSL/HTTPS' security setting allows you to view and modify settings relating to SSL certificates and security protocols.

To view and customize these settings:

7))

Click the Comodo Dragon icon located at the top-left corner of the browser i,

Select 'Settings' > 'Show advanced settings'
Scroll down to the HTTPS/SSL section

HTTPS5/55L

Manage certificates... |

of| Check for server certificate revocation

Check for server certificate revocation - Turns on real-time verification of the revocation status of a website’s SSL certificate. A
certificate can be revoked by its third-party issuer if it detects that the certificate has been compromised or stolen.

Manage Certificates — Opens the Windows SSL certificate store. This allows you to view, import, export or remove personal
certificates and other peoples certificates as well as manage the built in list of trusted root certificate authorities.

To manage certificates
- -
+  Click the Comodo Dragon icon at the top-left comner [t .
«  Select 'Settings' from the menu > 'Show advanced settings' > HTTPS/SSL section.
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»  Click 'Manage certificates'.

«  The Certificates dialog will be displayed:

g =
Certificates ﬁ

Intended purpose: [<AJI:=~ v]

Personal |Dﬂ'1er People I Intermediate Certification Autharities I Trusted Root Certification 1]

Issued To I=sued By Expiratio...  Friendly Mame
[RT UL = A R P L LI W = . A2 EXLSEE AR 2L = LT

L}

Import... H Export... ][ Remove

Certificate intended purposes

<all=

View

Learn maore about certificates

Close

The Certificates manager has the following tabs:
- Personal - displays your own client/secure-email certificates
«  Other People - displays a list of client certificates belonging to other people (usually your contacts)

« Intermediate Certificate Authorities — displays a list of intermediate certificates. This type of certificate forms a link in
the chain of trust between a certificate on a website and a trusted root certificate.

- Trusted Root Certification Authorities — displays a list of trusted root certificates

«  Trusted Publishers — a publisher is a developer who has created a macro, ActiveX control, add-in, or other application
extension for use by you and other people. Trusted publishers are reputable developers.

«  Untrusted Publishers - a list of untrusted publishers
The dialog enables you to: Import, Export, Remove your certificates
To import certificates
«  On the 'Personal' tab, select the certificate you wish to back up and click 'Import'.
«  Follow the Export wizard.
«  Select the file you want to import and click 'Next'.

»  Choose a password which you can remember later. Click 'Next', then check 'Mark this key as exportable. This will
allow you to back up or transport your keys at a later time" and 'Include all extended properties'.

»  Select Personal Certificate Store you want to save the certificate to.

«  You will see a confirmation screen listing the settings you have chosen. Click 'Back' if you wish to amend any details.
Click 'Finish' to import the certificate.

- Once finished, the certificate and associated private key is saved as a .pfx file. You can export this into other browsers
and mail clients as required.
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To export certificates
»  On the 'Personal' tab, select the certificate you wish to back up and click ‘Export’.
«  Follow the Export wizard.
«  When requested, select 'Yes, export the private key'

«  Leave the Type' as 'Personal Information Exchange (*.pfx)' and select 'Include all certificates in the certification path, if
possible'. Click 'Next'

«  Choose a password which you can remember later. Click 'Next'

- First create a file-name for the exported .pfx then click the 'Browse' button to choose where you want to save the file
to.

»  You will see a confirmation screen listing the settings you have chosen. Click 'Back' if you wish to amend any details.
Click 'Finish' to export the certificate.

»  Once finished, the certificate and associated private key is saved as a .pfx file. You can import this into other browsers
and mail clients as required.

To remove expired or revoked certificates

Select the certificate to be deleted and click 'Remove'.

' |
Certificates I"'"m"l

You cannot decrypt data encrypted using the certificates. Do you want
;j__-‘t._ to delete the certificates?

| Y || No

Click Yes in the confirmation dialog.

Note: If you delete your currently active certificate, you will not be able to use it for identifying yourself to the websites that
require it.

The advanced options dialog displays a list of certificate purposes under 'Advanced Purposes'.
Viewing certificate details

First, select the certificate and click 'View'. The General, Details information and Certification Path will be displayed under the
respective tabs in the 'Certificate’ dialog.

7.10.  Blocking Insecure Content

You will see this message if the webpage you are visiting a page over an HTTPS connection but the page is attempting to run
non-secure elements.

If a website is secured using HTTPS then all javascript, plugins and CSS stylesheets used by the page must also be securely
delivered. If these other items are not secured then, potentially, hackers could interfere with the website and modify them for
unauthorized purposes. If insecure elements are allowed to run then the page cannot be considered as 'HTTPS' secured.

When Comodo Dragon first encounters this issue on an insecure page, it performs these actions:
»  Loads only the secure items on the page
«  Does not load any insecure items
«  Presents the 'This page has insecure items' message bar

This means the page is still HTTPS as it stands because Dragon has only loaded the secure items. However, because the page
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is not running certain items, it may cause the page to display incorrectly. Clicking 'Don't Load (recommended)' will maintain the
situation described above and all data on the page will be secured. You will see this message if the webpage you are visiting a
page over an HTTPS connection but the page is attempting to run non-secure elements.

Developers and advanced users can see which scripts have been blocked by clicking the Comodo Dragon icon atthe
top left corner then selecting ‘Tools > Javascript Console'.

7.11.  Force Secure Connections

The 'Force Secure Connections' feature allows a user to specify that all future connections to a particular website are made with
a secure HTTPS connection. You also have the option to enforce HTTPS connectivity with any sub-domains.

When you visit a site using a HTTPS connection, Comodo Dragon will display a padlock icon on the right hand side of the
address bar:

COMODO

T 55L Centificates - Secure Ser %

<« » ¢ M | ComodoCA Lt [GB]| https://www.comodo.com @k w BE ¢

@ Getiing Started [ Latest Headlines () Imporied From Firsf... 8% B [Y Extensions [* Settings

By default, the padlock is gray, meaning secure connections are not yet enforced. No additional actions will be performed if the
page is loaded again.

Click the padlock icon to enforce secure connections:

f_}\ coMobo .. [ X
S8l C ssL Certificates - Secure Ser % [£3
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COMODO ipin b
The following subdemains will alse be
Creating Trust Online* over HTTPS because they appear to be Mewsroom | Career:
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Products Home & Home Office E-Cnﬂ [] Force HTTPS cn all subdormains Large Enterp
. - e . Learn more k

’ Den't force HTTPS ] l Dane

I 3

"Hackers, Phis
Viruses are the

most computer

«  The padlock will turn green, meaning secure connections are enforced for this session and all future visits
- Allinformation exchanged between you and this website will be encrypted using the strongest available algorithms
e Check 'Force HTTPS on all sub-domains' if you want secure connections throughout the domain
«  Click 'Done' (or click outside the message box) to confirm you want secure connections enforced
«  If you wish to disable forced secure connections, click 'Don't force HTTPS'
Example usage

This feature is particularly useful for websites that do not, by default, use secure connections on their login pages. For example,
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the Linkedin home page does not ordinarily have HTTPS connections on its log-in page. Note the address is plain HTTP instead
of HTTPS - the 'S' stands for secure:

CONODO

™ g Cmail Password Forgot your pasaward? —
ILinked[1}).

Be great at what you do.

Get started = it’s fre

Registration takes less than 2 minutes

First Name
Last Hame

Email

Although your credentials may indeed be sent over a secure connection once you click the 'Log in' button, the absence of a
certificate on this page means you cannot verify the authenticity of the website.

[ Weorld's Largest Professions! =
a4 » [Ynopwwwlinkedingom *w B B

For quick access, place your bockmarks here on the bockmarks bar, fmp..,

Linkedin -

- » (’ tt|'.|.<:_.-'.-"wv.ﬂ.-r.linkedin.cnm o W W Ej &j

s

For quick accey

www. linkedin.com

Identity verified

Permissions Connecction

The identity of this website has been venfied i
Over 175 million professionals use Lin by Thewte SGC CA - G2. Lir

Certificate infarmation
exchange information, ideas and oppo Ipc

n

Stay ink

ﬂ Your cennection to www.linkedn.com is buet
Jugl

aemad about v santacts and indus .
rmed aboul your contacts and industr encrypted with 128-bit encryption.

FASS -9
a9l ¥ ] Find the people & knowledge you need o achi Thi cennection uses TLS 14, ack

The connection is encrypted using RC4_128,
PR Control your professional identity onling with MDS for messzge authentication and
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What do these mean? et

With a HTTPS connection, you can click the lock on the left of the address bar to view the website's SSL certificate. Apart from
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encrypting your information, the certificate also contains critical website identity information which allows you to verify that you
are connected to the genuine Linkedin website.

To force secure connections on the Linkedin log-in page:
«  You first have to physically change www.linkedin.com to https://www.linkedin.com

« Do this by placing your mouse cursor in the Dragon address bar and typing 'https://' before www.linkedin.com so the
full URL says https://www.linkedin.com

«  Press enter. The page will re-load with a secure connection and thus make available the 'Force Secure Connections'
padlock on the right:

COMODD om [ M

ﬁ World's Largest Professiona 2 B

< » ¢ @ htips//www.linkedin.com w 6 8

«  Click the padlock to enforce secure connections. All future visits to the Linkedin log-in page will be automatically
conducted over a secure, encrypted connection:

COMODD m [ M

ﬁ World's Largest Professiona % G

4 » @& nttps//www.linkedin.com

T ir w00

For quick access, place your bookmarks here oo cannections enforced

# e www.linkedin.com
Linked in - Connections to all pages on this host will
be over HTTPS.

[] Force HTTPS on all subdomains

Learn more
L [ Don't force HTTPS ] I Done 1
Over1/Smillionp ———

exchange information, ideas and opportunities

Six% & | Stay informed about your contacts and industry

= E Find the people & knowledge you need to achieve your goals

ﬂ Control your professional identity online

« 1 | ¢

7.12.  CertSentry

Introduction

Comodo CertSentry software is designed to provide real-time checking of the revocation status of website SSL certificates.
Once installed, CertSentry is invoked whenever you run any application that uses the standard Microsoft CryptoAPI.

The ambitions of the application are two fold. Firstly, it is designed to implement effective, SSL revocation checking on popular
Windows software such as Chrome, Internet Explorer, Dragon and Outlook. Secondly, CertSentry represents an effort to
discover more information about the health of the current revocation checking infrastructure by collecting statistics about the
response times of Online Certificate Status Protocol (OCSP) responders operated by Certificate Authorities (CA's). Sharing the
data gathered by CertSentry with other CA's and major Internet browser providers like Mozilla, Google and Microsoft will, we
hope, provide organizations like the Certificate Authority/Browser (CA/B) forum with the information they need to implement a
viable, long term strategy regarding certificate revocation checks.
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Key functionality and features:

Once installed, CertSentry will become the default SSL certificate revocation provider for Windows. The host application loads
censentry.dll into its process space whenever the host application requests a certificate revocation check. Host applications
include browsers such as Dragon, Chrome and Internet Explorer and mail applications such as Microsoft Outlook.

CertSentry will re-enable Online Certificate Status Protocol (OCSP) checking within Google's Chrome browser. OCSP checking
was recently disabled by Google.

CertSentry is also designed to gather statistics on the health of the current revocation checking infrastructure. No personal or
identifying data about you or your Internet usage is included in these statistics. All that is revealed is the issuing (root) CA
certificate involved in the OCSP check — not the end-entity certificate of the website in question. In other words, it informs us that
a revocation check was made for a certificate on an (unknown) website and that the certificate was issued by Certificate
Authority X. It also tells us whether the request was answered, the speed of the response and the type of response. It does not
inform us of the URL of the website on whose behalf the check was initiated. The data we receive will be enough to compare
and contrast the performance and availability of each CA's revocation servers. CertSentry is designed to send it's logs to the
CertSentry server every 24 hours and they can be found at the following locations:

Windows XP
C:\Documents and Settings\<USERNAME>\Local Settings\Application Data\CertSentry

Windows Vista/7 C:\Windows\system32\config\systemprofile\AppData\LocalLow\Comodo\CertSentry

CertSentry also provides the option to 'hard fail' certificate revocation checks. Ordinarily, if a browser receives no answer to a
revocation check then the browser simply assumes the certificate is valid (not revoked) and allows the connection to proceed.
This is known as a 'soft fail'. On the other hand, browsers that are set up to 'hard fail' will treat this lack of response as meaning
the certificate is invalid (revoked) and will block connections to the website. While soft fails obviously present a potential security
issue, enabling a hard fail could lead to an increase in rejected connections if the OCSP responder operated by the CA cannot
be contacted for technical reasons. By default, hard-fail is not enabled in CertSentry. To enable it, please add one of the
following values to your Windows registry as as REG_DWORD type:

To enable "hard-fail" only for certificates issued by Comodo's CA system:;
HKEY_LOCAL_MACHINE/SOFTWARE/COMODO/CertSentry/COMODOFailureMode (value "2")
To enable "hard-fail" for all certificates from all CAs:
HKEY_LOCAL_MACHINE/SOFTWARE/COMODO/CertSentry/DefaultFailureMode (value "2")

Please restart your system to apply your changes.

8.Downloads

This section of the guide explains how to download a file from the Internet, change the download location in your computer,
clear download history and see download history. Click the following links to know more.

«  Downloading a File

»  Changing Download Location
«  Viewing Download History

«  Clearing Download History

8.1.Downloading a File

When you start downloading a file from the Internet, Comodo Dragon displays the progress of the download in the download bar
at the bottom of the interface. It also alerts you if the file is not safe to download to prevent automatic download of malicious
software into your computer.
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This type of file can harm your computer, Are wou sure z
4111-1 val want ko download < filename =.exe? S | [ Discard

«  Click the 'Discard' button if you are not sure about the file.

«  (Click the 'Save' button to start the download.

To pause or cancel a download.
You can pause or cancel a download in progress.

«  Click the arrow adjacent to file that is downloaded in the download bar.

Open when done

Always open files of this type

Pause

Show in folder
postgresql-8.3-US.pdf
'f’:;b Cancel

«  Select the 'Pause’ or 'Cancel’ in the pop-up menu.

«  Click the 'Show in folder' to view the location of the folder in your computer. Click here to know more about changing
the default download location.

«  Click the 'Always open files of this type' to open automatically after the download is complete. Please note that this
option is not available for executable file types, for eg., .dll, .exe etc.

You can also pause or cancel in the Downloads page.

COMODO o [ X

SL Certificates - Secure Ser % [ W IRIRELES

4 » * & [} dragon//downloads/# * w G ) &
ﬂ)GEﬁingStarted "7 Latest Headlines ("] Imported From Firef... g = [Y Bxensions |['] Settings

Downloads

Today @ PowerdS05.exe
Jan15, 2013 tp:/f . poweriso.net/PowerlS05.exe

folder Remove from list

ﬁ. i install readerll en mssa aih (2).exe

http:/faihdownload adobe.com/bin/lvelinstall_readerll_en_mssa_aih,exe

Open downloads folder Clear all

Show in folder Remove from list

«  Click 'clear all' at the right side of download bar to clear all downloads.
Further reading related to the topic of this page:

- Changing Download Location
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+  Viewing Download History
+  Clearing Download History

8.2.Changing Download Location

By default, Comodo Dragon saves all downloaded files in \Documents and Settings\<username>\My Documents\Downloads.
You can change this location or change settings so that you are asked for the location every time you start the download.

To change the download location
»  Click the Comodo Dragon icon @ located at the top-left corner.

»  Select 'Settings' from the menu > 'Show advanced settings' link.

Downloads

Download location: | ChUsers\PublichDownloads Change...

Ask where to save each file before downlzading

« Inthe 'Downloads' section, click the 'Change' button and select the location where you'd like to save the download
files.

«  Select 'Ask where to save each file before downloading' to select a specific location for each download.

Further reading related to the topic of this page:
»  Downloading a File
Clearing Download History
«  Viewing Download History

8.3.Clearing Download History

Comodo Dragon allows you to selectively or entirely remove downloads from the download list.

To remove specific items from download history
«  Click the Comodo Dragon icon @ located at the top-left corner.
»  Select 'Downloads' from the menu.

The Downloads page will be displayed.
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EOMODO

SL Certificates - Secure Ser % § Downloads

4 » ¢ #& [Ydragon//downloads/# w| we [H toj f’

WGeﬁing Started (] Latest Headlines ("] Imported From Firef... Q = | Extensions [ Settings

Downloads Open downloads folder Clear all
Today @ PowerlSO5.exe
Jan 15,2013 htt v.poweriso.net/Powerl505.axe

Show in folder Remove from list

ﬁ. i install readerll en mssa aih (2).exe

ownload.adobe.co n/live/install_readerll en_mssa_aih.exe
Show in folder Remowve from list

»  Click the 'Remove from list' link to remove the item.
To clear your download history
«  Click the Comodo Dragon icon 'ﬁ} located at the top-left corner.
«  Select Tools' from the menu.
»  Select 'Clear Browsing Data'.

The Clear Browsing Data dialog will be displayed.
Clear browsing data

Obliterate the following items from: | the past hour -
Clear browsing history
Clear download history

Empty the cache

L & & &

Delete cookies and other site and plug-in data
Clear saved passwords
Clear saved Autofill form data

Clear data from hosted apps

Learn more Clear browsing data Cancel

»  Select the 'Clear download history' checkbox.

»  Select the period for which you want to delete the download history from the 'Clear data from this period' drop-down
box.

»  Click the 'Clear browsing data' button.

The download history for the selected period will be deleted from the list. Please note that the downloaded files will remain in
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your computer.

You can clear all the items by clicking the 'Clear all' link located at the right side in the Downloads page.
Further reading related to the topic of this page:

Downloading a File

Changing Download Location

Viewing Download History

8.4.Viewing Download History

You can view the list of downloaded files in the Downloads page. The files are listed in chronological order.

To view your download history
«  Click the Comodo Dragon icon Iocated at the top-left corner.
«  Select the 'Downloads' from the menu.

The Downloads page will be displayed.

COMODO

SSL Certificates - Secure Ser % [l MWIRILERE
<« » ¢ A [} dragon//downloads/# * w @3 B ¢
ﬂ Getting Started (] Latest Headlines (] Imported From Firef... g : |} Extensions || Settings

Downloads Open downloads folder Clear all
Today PowerlS05.exe
¥
271 7 : : s
Jan15, 2013 http:/fwww.poweriso.net/PowerdS05.exe
Show in folder Remowve from list
r’” i install readerll en mssa aih (2).exe
http://aihdownload adobe.com/bin/livefinstall_readerll_en_mssa_aih.exe
Show in folder Remove from list

«  Click the file name to open it.

»  Click the 'Show in folder' to see the location of the file in your computer. Please note that this will not work if the file
has been moved.

«  Click the 'Remove from list' to remove a specific download.

«  Click the 'Clear all' to remove all the downloads.

«  Click the 'Open downloads folder' to open and view the downloads in the folder.

«  Enter the name of the download in the search box to search it.

»  Click the down arrow button besides the search box to show the full list of downloads.

«  Use the shortcut keys 'CTRL+J to open the downloads page.
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Further reading related to the topic of this page:
«  Downloading a File
«  Changing Download Location

Clearing Download History

9.Tools and other Features

This section briefs you on how to create application shortcuts, the manage you extensions, how you can customize the check
spelling. Comodo Dragon allows you to apply themes or viewing task manager from Comodo Dragon and more. Click the
following links to know more;

«  Managing Extensions and Plug-ins

Viewing Task Manager from Comodo Dragon

- Zooming the Web-page to Full Size

«  Form Autofill

«  Enabling/Disabling Sync Settings

«  Protecting your Synced Passwords

«  Applying Themes

«  Searching Within Page Content

»  Customizing your Spell Checker

- Enabling/Disabling the Translate Bar

- Creating Application Shortcuts

«  Managing Your Search Engines

«  Viewing and Stopping Background Pages and Applications
«  Viewing, Saving and Printing a PDF

«  Keyboard and Mouse Shortcuts for Comodo Dragon
«  Website Security Indicators

»  The Share Page Button

Configuring Access Pages Through A Web Proxy

»  Using Speech-to-Text Option

- Scan Websites for Malware Using Web Inspector

» Handling the Protocols

«  Configuring Mouse Cursor and Fullscreen

«  Managing Comodo Cloud Plugin

Using The Address Bar (Omnibox)

«  Configuring Settings for Media

«  Configuring Settings for Unsandboxed Plug-in Access
«  Use PrivDog To Stop Websites Tracking Your Activity

9.1.Managing Extensions and Plug-ins

Comodo Dragon extensions enable customizing the functionality of an application that adds specific capabilities to a larger
software application (to play video, d%w file types, etc.).

«  Click the Comodo Dragon icon at the top-left corner.
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COMODO
S5L Certificates - Secure Se # Extensions
< » ¢ # [} dragon;//extensions ww~ BE &
@ Getting Started (O] Latest Headlines (O] Imported From Firef... e E [Y Bxtensions [ Settings
Dragon Extensions O Developer
Clearly  8.3354.571.444 W Enabled
II Extensions 4 A
) Clearly makes blog posts, articles and webpages clean and 3
S 5 to read anywhere. Visit website
Allow in incognite || Allow access to file URLs  Options
Comodo Share Page Service 0.1 | Enabled
Allow in incognite  Options
Comodo Web Inspector 0.2 W Enabled
| Allow inincognite Qptions
< ' m »

To temporarily disable an extension, uncheck the 'Enabled' checkbox besides it.
«  Click the 'Options' link beside an extension to view the options and customize that extension in your browser.
«  Click the 'Remove' button beside an extension to permanently remove it.
«  Click 'Visit website' beside an extension to open its official website.
»  Check the 'Allow in incognito' to browse in stealth mode.

»  Click 'Get more extensions' to choose between huge variety and install on your computer.

= )
M Get more extensions

)
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Plug-ins

ESPN Scrum
el Mews & weather

CEOP’s internet _
safety advice i
Free =]

Free
Official FHM InvisibleHand
1 " | Extension w =hopping h&at.
Free # Free
eBay Extension 123 TweetMeme
E_ﬂ,-Y/ for Google - Social & ))
Chrome™ (by I communication
eBay) Free
=hopping
Free
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All 3

The Independent
Mews & weather
Free

Official Heat
Extension
Free

Seatwave
SeatFinder
Free

Plug-ins are pieces of software that enhance another software application, process type of web content like Windows Media
Files, Flash.

Comodo Dragon supports most popular plug-ins. You can View, Install, Block, Allow blocked and Disable plug-ins. Click the links
below to see detailed explanations of each area in this section:

To view

Viewing plug-ins

Installing plug-ins

Blocking plug-ins

Allows blocked plug-ins to run

Disabling plug-ins

To enable 'Click to play for Plug-ins & Flash in Dragon

plug-ins
Type ‘dragon.//plugins'in the address bar and press the 'Enter' button.

The list of plug-ins available for your browser will be displayed.

Comodo
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comono = O X

Ea Plug-ins
« » * M © dragon//plugins *E i

For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

| »

Plug-ins

Plug-ins (7) [F Detzils

Remoting Viewer
Disable [T Atways allowed

COMODO NPAPI Framework <to be edited later> - Version: 1, 0,0, 1

Disable [T Arways allowed
Adobe Acrobat - Version: 10.1.3.23 (Disabled
Adobe PDF Fug-In For Firefox and MNet 013

(1}

Enable I Adw ays allowed

Java (2 files] - Version: 5.0.300.12 Download Critical Security Update
MNPRuntime Script Plug-in Library for Java(TM) Deplaoy

Disable [T Arways allowed

downloadlU pdater (2 files) - Version: 1.1.0.2
npdnu

Disable [T Arways allowed
Winamp Application Detector - \Version: 56,2,3173
Disable [C] Atways allowed

Flash - Version: 11,2 202,235
Shockowave Flash 11.2 r202

Disable E Abways allowed

To install plug-ins
»  Click Install plug-in in the message. Plug-ins begin the installation process.

Once the download has finished, restart Comodo Dragon by closing all open windows to complete the installation process.

To block plug-ins

All plug-ins are allowed by default. Use the Content Settings dialog to block specific plug-ins. See follow these steps:
«  Click the Comodo Dragon icon at the top-left corner.
«  Select Settings -> 'Show advanced settings' link > Privacy section.
«  Click the 'Content settings...
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Privacy

Content settings... || Clear browsing data... || Clear at exit... |

Comedo Dragon may use web services to improve your browsing experience. You may opticnally disable

theze services, Learn more

| Start browser in incognito mode

Do not allow websites to know where you came from (suppress HTTP Referrer header)

Use a prediction service to help complete searches and URLs typed in the address bar

&

Predict network actions to improve page load performance

&

Enable phishing and malware protection

el

Enable ralware domain filtering (Comodo Secure DNS)

Send a ‘Do Mot Track' request with your browsing traffic

«  Select Plug-ins in the Content Settings dialog.

Plug-ins
®' Run automatically (recommended)
| Clickto play
Block all

Manage exceptions...

Dizable individual plug-ins...

« Inthe 'Plug-ins' section, select 'Block all'.

»  Select 'Click to play' checkbox to prevents the plugin from automatically loading.

To enable 'Click to play' for Plug-ins & Flash in Dragon
Click the Comodo Dragon icon at the top-left corner.
Select Settings -> 'Show advanced settings' link > Privacy section.
Click 'Content settings > Plug-ins' section.
Enable the 'Click to play' feature.
or
Open a new Dragon window and enter “about.flags”into the URL bar and hit return.

Relaunch Dragon.
To allow blocked plug-ins to run

You will see a blocked plug-in icon in the address bar whenever plug-ins have been blocked on a page. For adjust plug-in
settings for the site click the icon:

«  Click 'Always allow plug-ins' in the dialog menu.

«  Click 'Done’ button to add an exceptions for the site. You can Add..., Edit..., Remove, Remove All plug-ins.
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Plug-in exceptions

Hostname pattern Behavior
[*.]weather.yahoo.com Allow
Allow -

Learn more Done

+  Click 'Run all plug-ins this time' to allow plug-ins on the site for just this one time.
«  Click 'Manage plug-in blocking' to manage your plug-in settings for the browser.
»  Click 'Close' for the setting take effect.

To disable plug-ins

«  Todisable plug-ins, type 'dragon://plugins' in the address bar and press the Enter button. The list of plug-ins for your
browser will be displayed. Find the plug-in you would like to disable and click 'Disable’.

OR

«  Click 'Disable individual plug-ins' in the 'Plug-ins' section of the Content Settings dialog.

9.2.Viewing Task Manager from Comodo Dragon

The Task Manager allows you to view and control all processes that Dragon is currently running.
«  Click the Comodo Dragon 3‘ icon.
«  Select the Tools -> Task manager.

OR
«  Press Shift + Esc (whilst Dragon is your active application).

The main interface will show you the amount of Memory, CPU and Network traffic that are consumed by these processes.
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”
@ Task Manager - Comodo Dragon E@ﬂ
Task Memory CPU  Metwork FPS
& Browser 134,304K 2 0 N/A
- Background Page: Earbits Radio 0,356k a 0
&' Tab: Yahoo! 21,528K ] ]
A, Tab: Settings 30,148K 3 0
M Extension: Comodo Share Page Service  14,060K a 0 MNA
# Extension: Comodo Web Inspector 8,236K a 0 MNA
# GPU Process 54,020K 0 MNAA N4
M Plug-in: Shockwave Flash 0,656k a M/A MAA
Stats for nerds End process
5 - ————
Default Columns

«  Page - Name of the Comodo Dragon process

« Memory - RAM consumed by the process

»  CPU - How much CPU processing power is used by the Dragon process
«  Network - How much network traffic is being used by that process

Advanced users can add or remove columns to the Task Manager display by right clicking anywhere in the interface:

-
& Task Manager - Comoda Dragon E@g

Task Memory CPU  MNetwork FP5
m—
#r Tab: Bookmark Manager 13,2 i
([0 Tab: History 206 il
Lﬁ Extension: Comodo Share Page Service 5,9 v | Memory
]’;{ﬁ Extension: Comodo Site Inspector 17 Shared memory
E:f GPU Process 5 Private memory

v CPU

v | Metwork

Process ID

Image cache

Stats for nerds

Script cache
(£55 cache
FPS

S0Lite memory

JavaScript memory

«  Toclose any open process, simply highlight the process in question and click the 'End Process'.
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| B
& Task Manager - Comodo Dragon E@g

age =aale] etwar
 Pag | Memory CPU N k FPS
& Browser 58,500K 3 0 N/A

]
| O Tak: https://sps.comodo.nst/marketin..  2,708K ] a a
[@ Tah: Downloads 6,576 K 0 0 0
4, Tab: Options - Content Settings 18.332K 0 ] 2
i EﬁTab: Plug-ins 8.180K 0 0 0
&' Tab: Yahoo! Weather - Weather Foreca... 508K 0 i} 0
Ej Extension: FreshStart - Cross Browser 5... 232K ] 0 MN/A

Stats for nerds "

«  If you wish to view more granular data about memory usage by Comodo Dragon, click the ‘Stats for nerds’.

| B
@ Task Manager - Comodo Dragon E@Q

| Page | Mermory CPU  Metwork FPS
& Browser 58,500K 3 0 N/A
Tab: Antivirus Firewall Software and 55... 0

| O Tab: https://sps.comodo.net/marketin...  2,708K ] a a
[@ Tab: Downloads 6,576 K 0 0 0

A, Tab: Options - Content Settings 18,.332K ] a 2

i E{ﬁTab: Plug-ins 8,180k 0 0 0
! Tab: Vahoo! Weather - Weather Foreca...  12,508K 0 ] ]

Eﬁ Extension: Fresh5tart - Cross Browser 5., 2812K ] 0 MN/A

e The 'About memory' tab will be opened.
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COMODO . [

S5L Certificates [ About Mermory 3 3
4 » A& [Y dragon//memory-redirect * w [ k) &
'ﬁ] Getting Started [ Latest Headlines [~ Imported From Firef.., -b E [ Extensions **
-~
{} Abuutnmm Measuring memory usage in 8 multi-process browser
Summary
Memory Virtual memon E
Browser Private Shared Total Private
Comaodo Dragon 24.0.1.0 353 404 20,151 373,555k 437,330 k
Firefox 12.0 354 1241 35,8441 390,963 330824k —
Processes
Memory Virtual memon
PI Name Private Shared Total Private
2680 Browser 1485441 30752 & 1792961 133883k
4952 GPU 801124 142124 744241 81500k
[ | D

9.3.Zooming the Web-page to Full Size

Navigate the Comodo Dragon icon at the top-left corner and press Zoom box (or F11 ).

«  Click F11 to revert the previous size.

E T 55L Certificates Comodo % -

Mew tab Ctrl+T

Mew window Ctri+M
Mew incognito window Ctrl+Shift+ N
Bookmarks »

Edit Cut | Copy | Paste
Zoom - 100%  + [

Save page as.. Ctrl+5
Find...
Print...

Tools b
History Ctrl+H
Downloads Ctrl+J
Signed in as testuser720@gmail.com...

Settings

About Comode Dragon

View background pages (1)
Help F1

Exit
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Comodo Dragon browser increases the range of supported zoom values, a user can now zoom between 25% to 500%.

9.4.Form Autofill

Comodo Dragon has an Autofill feature that allows you to fill web forms with a single click thus saving you time and drudgery of
filling out the same details repeatedly.

To manage your Autofill entries

»  Click the Comodo Dragon icon ffa' located at the top-left corner.

»  Select 'Settings' from the menu > 'Show advanced settings' link > Passwords and forms' section.
Passwords and forms

| Enable Autofill to fill out web forms in a single click. Manage Autofill settings
of| Offerto save passwords I enter on the web, Manage saved passwords

Enable a master password

»  Click the 'Manage Autofill settings' link.

« In the 'Autofill settings' dialog, click the 'Add new street address' button. Please note that you can create multiple
profiles.

Add an address

First name Middle name(z) Last name

Company name

Address line 1

Address line 2

City/Town State ZIP code
Country

Phone Email

E Cancel

» Inthe 'Add an address' dialog, fill out the form and click 'OK'".
«  Click 'Cancel' or the ESC button to exit the dialog.
« Inthe 'Credit Cards' section, click 'Add new credit card' button.

« Inthe 'Add a credit card' dialog, fill your credit card details and click 'OK'".
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To edit an existing entry
»  Double-click on an entry.
«  Edit the address details in the 'Edit address' dialog.

To delete an existing entry
«  Select an entry from the list.

«  Click the 'x" at the right side corner of the entry.

To delete all your form data
+  Click the Comodo Dragon icon located at the top-left corner.
«  Click the 'Tools' from the menu.
«  Click the 'Clear browsing data'.
« Inthe 'Clear Browsing Data' dialog, select the 'Clear saved Autofill form data' checkbox.
»  Click the 'Clear browsing data' button.

All your form data will be cleared. Autofill option is enabled by default in Comodo Dragon.

To disable form Autofill

«  Click the Comodo Dragon icon ﬁ}

located at the top-left corner.
«  Select the 'Options' from the menu.
«  Click the 'Personal stuff' from 'Options'.

« Inthe 'Form autofill' section, deselect the 'Enable Autofill to fill out web forms in a single click' checkbox.

9.5.Enabling/Disabling Sync Settings

The 'Sign in' feature allows you to upload your Comodo Dragon configuration details (browser preferences, bookmarks,
extensions, applications and themes) to your Google Account. Synchronizing your configuration means it can be downloaded to
any other computer that you have Dragon installed. This means you can quickly implement the same Dragon settings on other
machines and you will not have to go through the process of customization or importing again.

To set up synchronization:
- -
«  Click the Comodo Dragon icon |4 at the top-left corner.
«  Select 'Sign in' from the main menu type your mail and password.
OR

«  Click Settings to customize sync settings.

Settings

Sign in
Sign in to Comode Dragon with your Google Account to save your personalized browser features to the web
and access them from Comode Dragen on any computer. You'll also be automatically signed in to your

favorite Google services. Learn more

5ign in to Dragen |

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 81



COMODO

Creating Trust Online®

»  Click the 'Sign in to Dragon' button.

«  Log-in to your Google Account.

Sign in to Chrome

Sign in to Chrome, All bookmarks, settings and history will be

available on any device, anytime, anywhere! .. More
Log in Google
Email

testuser720@gmail.com

Password

Can not access your account?

Sign out and sign in as a different user

«  The 'Sign in with your Google account ' dialog will open.
Confirm sync settings

Comodeo Dragon securely syncs your data with your Google account, Keep everything

synced or customize synced data types and encryption settings. Learn more

Advanced OFK, sync everything || Cancel

»  Enable 'Ok, sync everything' button to synchronize all available data.
OR

»  Click 'Advanced' link if you wish to synchronize only specific items.

Congratulations! Your settings are now synchronized. Every time you make a change to synced data in Comodo Dragon it will
automatically update the data in your Google account.

You can stop synchronization through Comodo Dragon or through your Google Account. You have the option to stop
synchronization only (your Google account will retain data that has already been uploaded BUT will not update with any further
changes you make), clear existing data only or both.

To stop synchronization through Dragon

¥

«  Navigate the Comodo Dragon icon '3' at the top-left corner.
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»  Select Settings -> Click 'Disconnect your Google Account' button.

Disconnect your Google Account

By disconnecting your Google Account from Comedo Dragon, changes to your data on
this computer will no longer be synced to your Google Account, Data already stored in
your Google Account will remain there until you remove it using Google Dashboard,

Disconnect account | Cancel

«  Click the 'Manage your synced data on Google Dashboard' link also removes previously upload data.
If you click 'Disconnect your Google Account' in Comodo Dragon settings:

«  This machine will no longer update the synced data in your Google Account.

- Existing data will not be deleted, it will just no longer receive updates from this machine (unless you also click
'Manage sync data on Google Dashboard').

» Your Google Account will continue to be updated with changes made to Dragon on your other synced machines
(unless you also disable it on those t00).

«  Click 'Disconnect account' to disable synchronization.
To stop synchronization and clear existing data through your Google Account

An entry will be created in your Google account called 'Chrome Sync'. You can stop synchronization by clicking 'View data
stored with this account' (next to the 'Dashboard') then scrolling to 'Chome Sync'. Click 'Stop sync and delete data from Google
to discontinue synchronization and to erase previously uploaded data.

If you click 'Stop sync and delete data from within your Google' account:

»  Syncing will be switched off at the account level and will no longer receive updates from any of your Dragon
installations.

«  Existing data will be also deleted.
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Profile Personal Settings
“ou don't yet have a Security Changing vour password
public profile. Learn more Recowvering vour passwaord
. Using Z-step verification
Lreate a profile or edit Authorizing applications & sites
vour persenal info without
creating a public profie. Dashboard ( View data stored with this au:c:uunD
Email addresses testuserT20@gmail.com (Fpimary email)
Edit
Multiple sign-in Off - Edit

Connected accounts  View and manage veur acqounts from cther services

Dashboard
M}" prnduc’
L
%5 App Engil 2§ Account
Name: testuser! 1 Mansge it
Google C Email address: testuser720 mail . com
¢ boogel - ) @s Edit | informaticn
Websites suthorized to sceess the scoount
c{* Web Histi Change pessword
Goople prive oli
Privacy and security help
Try someth
Me on the Web
7+ AdSense Creste s Google profile to help control how you appear within
Google search results.
2? Groups
More »

About Me pn the Web

@. Chrome sync

Last sync: Sep 20, 2011 7:44 PM
Bookmarks: 148

Preferences: 28 Chreme privacy policy
Themes: 1

Autofill data: 18

Extensions: ©

Applications: 10

Stop sync and delete data from Geoogle

Passwords: 1
Mote: Encrypted with password.

9.6.Protecting your Synced Passwords

If you have opted to sync your Comodo Dragon settings and preferences with your Google Account, the browser encrypts your
synced passwords using a cryptographic key generated from your Google Account password. This is default settings in the
browser. Dragon allows you to customize your sync passwords if you do not wish to use the Google Account password.

To choose an encryption method

- ™ )
Click the Comodo Dragon icon [i€-88l located at the top-left corner.

Select the 'Options' from the menu.
Click the 'Personal stuff' from 'Options'.
Click the 'Advanced' button in the 'Sign in' section. Please note you should have 'Set up sync' already.

From the drop-down window from the 'Advanced sync preferences' dialog select what should to be synced.
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Sync everything -

Choose what to sync

«  Select what should to be encrypted in 'Encrypted data types' section.

The default settings is 'Encrypt passwords'.

Advanced sync settings

Sync everything -

| Apps | Extensions | Settings
of | Autofill of| History of| Themes
of| Eookmarks of| Passwords | Open Tabs
Encryption options

For added security, Comodo Dragon will encrypt your data.

. Encrypt synced passwords with your Google credentials

Encrypt all synced data with your own sync passphrase Learn more

Lse default settings QK Cancel

«  Select 'Encrypt synced passwords with your Google credentials'
«  Select 'Encrypt all synced data with your own sync passphrase' if you do not want to use Google Account password.

. Encrypt all synced data with your own sync passphrase Learn more

Only somecne with your passphrase can read your encrypted data. The
passphrase is not sent to or stored by Google, If you forget your passphrase,
you will need to reset sync .

ze default settings QK Cancel

«  Type the passphrase and click 'OK',
The passphrase will be stored in your computer.

Please note that if you choose to have your own passphrase, this has to provided every time you choose to sync passwords on
a new system. Also, any change in the encryption options has to carried out in all computers to continue syncing.
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Forgot Sync Passphrase

In case you forgot your synced passphrase, you'll have to reset sync via your Google account. An entry will be created in your
Google account called 'Chrome Sync' when you enable the sync feature.

Profile Personal Settings
“ou dont yet have a Security Changing vour password
public profile. Learn more Recovering vour password
) Using Z-step verification
Create a profile or edit Authorizing applications & sites
vour pergonal info without
creating a public profile. Dashboard ( View data stored with this au:c:uunD
Email addresses testuserTZ20@gmail.com (Fpimary email}
Edit
Multiple sign-in Off - Edit
Connected accounts  \Wiew and manage vour acqounts from other services
Dashboard
My produc
L
s App Engil * § Account
Mame: testuser! 1
Email address: testuser720@gmail com Mansge unt
1 : .
@ GoogleC = ) Edit | information
Websites suthorized to sccess the sccount
q Web Hists Change phssword
Google prive oli
Privacy and security help
Try someth
Me on the Web
7+ AdSense eate 8 Google profile to help control how you appear within

27 Groups

More » About Me bn the Web

@. Chrome sync

Last sync: Sep 20, 2011 7:44 PM
Bookmarks: 148

Preferences: 28 Chrome privacy policy
Themes: 1

Autofill data: 18

Extensions: &

Applications: 10

Stop sync and delete data from Google

Passwords: 1
Mote: Encrypted with password.

«  Click the 'Stop sync and delete data from Google' link.
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Disconnect your Google Account

By disconnecting your Google Account from Comedeo Dragen, your data will remain on
this computer but changes will no longer be synced to your Google Account. Data
already stored in your Google Account will remain there until you remove it using Google
Dashboard,

Disconnect account Cancel
| |

All your sync data will be deleted from Google's servers. However, the data on your computer such as bookmarks, passwords
and current preferences will not be deleted.

You've to enable sync again and choose a new sync passphrase.

Further reading related to the topic of this page:
- Enabling/Disabling Sync Settings

9.7.Applying Themes

Adding the themes might be implement with the following ways:
«  Navigate to the Comodo Dragon icon @" at the top-left corner.
»  Select 'Settings' from the main menu.

«  Click 'Get themes' button in the 'Appearance' section.

Appearance

Get themes

Show Home button

of| Always show the bookmarks bar

OR

«  Tools -> Extensions -> 'Get more extension' link.

The Chrome Web Store tab will open. You can select themes by Artists or by Google.
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Trending

Collections

Business Tools

South Park Theme
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Education
Entertainment
Games

Lifestyle

News & Weather

Productivity

Sorial & Communication

Hedgehog in the fog
264,113 ussis

Utilities

Extensions

Themes

By Artists

https://chrome.google.com/web

COMODO

Creating Trust Online®

[l Lt

Gl < Chrome Weh Store - . 0 B

K-ON! Theme4
LEt b4

Raindrops{Non-Aero)

223,322 users

m

Fiery Music

165,530 users

Anna Sui
L2 & 8 80

Anna Suihasas
following who lc
season for ironi
nostaleia and ro

»  Click the theme you like and click 'Choose theme' button.

«  Click the '"CHOOSE THEME' button, after checking for the Downloading, click the

SSL Certificates - Secure Ser ® - Settings

?) Getting Started [l Latest Headlines [l Imported From Firef...

_— L]
-

I Extensions— i Settings

ADDED TO CHROME H

Settings
Appearance

Get themes

of Show Home button

I Settings

of| Always show the bookmarks bar

Search

Google >

Users

Reset to default theme

us.yahoo.com,/Hfr=fpc-comodo Change

Set which search engine is used when searching from the cmnibo,

Manage search engines...

Enable Instant for faster searching (omnibox input may be logged)
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To reset a selected theme, click 'Reset to default theme'.

9.8.Searching Within Page Content

Navigate to the Comodo Dragon icon ':'j} at the top-left corner.
«  Click 'Find'... button

OR
«  Alternatively use the keyboard shortcut CTRL + F keys.

CoMoODo

A, Settings

(7 Impaorted From Firef... '& E [ Extensions

Type your search term in the find bar that appears in the top-right corner of the page.

»  Press Enter to search the page.

Comodo Dragon automatically searches the page as you type, highlighting potential matches in yellow. You can also quickly see
where all the matches are located on a webpage, using the yellow markers on the scrollbar.

2

7

SSL Certificates - Secure Ser 2, Settings ‘M C Comodo Dragon Help Guid * €3
« » ¢ B help.comodo.com/topic-120-1-279-2524-Comodo-Dragon---Introdt | we t;j f’
@ Getting Started () LatestHeadlines (] Imported From Firef.. 8 @ 7 Edtensions

D N T W el W o
"System Requirements m lofd A ¥ %
C’UI'I'IU\'_I\J”'Dl'tl’g\'_ll'!"'l'.j"tl'ﬁ:l’:lc'tll
Chromium technology and
level of security.

é"'Duwn!uading And Installing
: Comodo Dragon

%"Tlm Basics
& Tabbed Browsing

?'"Bookmarks

= Downloading And Installif

5 System Requirements

m

¥ privacy And Security M see Al
Hpownloads -
?"Tunls And Other Features
i‘ Troubleshooting
?""Dortable Version
“Uninstalling Comodo Dragon i :
The Basics Tabbed Browsing
This section of the Howtouseand T
guide explains oW [ % customize tabs whe
to launch, configure browsing the
and use Comodo Internet.
Dragon to its full
potential.

9.9.Customizing your SpChecker

«  Navigate to the Comodo Dragon icon at the top-left corner.
»  Click 'Settings' > 'Show advanced settings' link.

»  Scroll down to the 'Language' section.
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Languages
Change how Dragon handles and displays languages

Languages and spell-checker settings... |

| Offer to translate pages that aren't in a languageI read

«  Click 'Language and spell-checker settings'.

«  The 'Languages' dialog will be displayed.

«  Checkbox 'Enable spell checking' to automatically check your spelling
«  Click 'OK

Adding Languages to Reproduce Website In Other Languages

User can add as many languages as he(she) wants if you regularly use the Web in multiple languages.
»  Click 'Language and spell-checker settings' button.
«  Click 'Add" button, the 'Add language' dialog will open.
»  Select the language you need.

«  Click 'x' for the settings take effect.

Add language: x

Language: | Afrikaans -

Albanian - shgipe —
Ambharic - AmCF

Arabic - &2l

Armenian - 3wjkpkl
Azerbaijani - azarbaycanca
Basque - euskara
Belarusian - Benapyckan

m

Bengali - TR
Bihari

Bosnian - bosanski
Breton

Bulgarian - Ewnrapckm

Catalan - catala

Chinese - 37

Chinese (Simplified Han) - fa37 { EifEds)
Chinese (Traditional Han) - 57 (218 dTr)

Corsican
Croatian - hrvatski
Czech - feitina e

«  Click 'x' button to delete the chosen language from the language list.
Adding a new word to the dictionary
The following step explain how to add the word(s) you are often use:

«  Right-click the word and select the 'Add to dictionary'.

Temporarily switch off the spell-checker

You can temporarily disable the spell-checker for the field you are typing in. Follow steps below:
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»  Deselect the 'Enable spell checking'.

Languages *

Add languages and drag to order them based on your preference.

Languages Arabic - du =il

English (United States) i Display Comodo Dragon in this language
Encloh This language cannot be used for spell checking
Arabic

Corsican

| Add

|w Enable spell checking

oK

9.10.  Enabling/Disabling the Translate Bar

»  Navigate the Comodo Dragon icon “E' at the top-left corner.

«  Click 'Settings' > 'Show advanced settings' link.

«  Scroll down to the 'Language' section.

Translate Bar is set by default.

Languages
Change how Dragon handles and displays languages

Languages and spell-checker settings... |

| Offer to translate pages that aren't in a languageI read

To disable the Translate Bar

«  Uncheck the "Translate' tick box.

9.11.  Creating Application Shortcuts

Comodo Dragon allows you to create application shortcuts to websites that you regularly visit.
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- -
«  Navigate to the Comodo Dragon icon [l at the top-left corner.
«  Click the "Tools" ->'Create application shortcuts...'

You also can choose where you'd like the shortcuts to be placed on your computer: Desktop, Start menu, Pin to Taskbar.
«  Click the 'Create' button.

i T
@ Create application shortcuts ﬁ

Comodo Dragon Help Guide - Introduction |
Web Browser & Internet Solutions
Comedo is 2 global company dedicated to
building Internet security software, Comodo
Dragon is a fast Internet Browser based on
Chromium technology and infused with
Comedo's level of security,

Create application shortcuts in the following places:

Start menu

Pin to Taskbar

Create ] ’ Cancel

9.12.  Managing Your Search Engines

When you use a search engine, Comodo Dragon allows automatically recognizes it and adds to its list of usable search engines.
You also can add a new search engine, edit a search engine and remove a search engine from the list of those available. You
can also specify which should be your default search engine.

To manually add, edit, remove or make earch engine the default, follow these steps:
«  Click the Comodo Dragon ?J icon located at the top-left corner.
«  Select Settings -> 'Search' section.

»  Click the drop-down menu to view a list of available search engines.
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Search

Set which search engine is used when searching from the cmnibox.

Y¥ahoo! - Manage search engines... |

Gu:u:nile

AHpekc
Rambler do Dragon user,
@MAIL.RY
Wikipedia (en) user || Import bookmarks and se
Bing

Search the web (Babylon)
TUT.BY

Yahoo

eBay

Creative Commons
Google

Answers,com

Google

Armazon.com

Yahoo!

»  Click the 'Manage search engines' button to open the Search Engines area. It is this interface you will use to edit,
remove or make a search engine the default.

Search engines x
-
Default search settings I
] Google google.com,ua {google:baseURL)search?q="%%s8{googleRLI{go..
Yahoo! (Default) us.yahoo.com http://us.search.yahoo.com/search?ei={inputEnc...
| AWpexc yandex.ua http://yandex.ua/yandsearch?text=%s E
] Rambler rambler.ru hittp://www.rambler.ru/srch?words=%s
] @MAIL.RU mail.ru http://go.mail.ru/searchTg= %s
Y Wikipedia (en) en.wikipedia.org http://en.wikipedia.org/wiki/Special:Search7searc...
1 Twitter twitter.com https://twitter.com/search/%7BsearchTerms%7D...
™ Bing bing.com http://www.bing.com/search?setmkt=ru-RU&g=...
1 Search the web (Babylon) search.babylon.com hittp://search.babylon.com/?mntrld=90fa965e000...
) TUTBY tut.by http://search.tut.by,/7query="5%s
@ Yahoo search.yahoo.com hittp://search.yahoo.com/search?p= %esflei=UTF-8
Y eBay rover.ebay.com http://rover.ebay.com/rover/1/711-47294-18009-...
1 Creative Commons search.creativecommeons.org http://search.creativecommeons.org/7q="s

Done

- To make a search engine by the default, just click on the option.
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Search engines

|1 Google google.com.ua {google:baselRL}search?q="%s8{google:RLZ {go...

Yahoo! (Default) us.yahoo.com http:/fus.search.yahoo.com/search?ei={inputEnc... I
| AHaexc yandex,ua http://yandex.ua/yandsearchtext="%s

_" Rambler rambler.ru hitp:/waw.rambler.ru/srch fwords="%s=

[ | @MAILRU mail.ru x |
1 Wikipedia (en) en.wikipedia.org http://en.wikipedia.org/wiki/Special:Search{searc...

L1 Twitter twitter.com https://twitter.com/search/ %7 BsearchTerms%7D...

Y Bing bing.com http://www.bing.com/search?s...

|7 Search the web (Babylon)  search.babylon.com http://search.babylon.com,/?mntrid=90fa965e000...

[y TUT.BY tut.by http://search.tut.by/?query=%s

@ Yahoo search.yahoo.com http://search.yahoo.com/search?p=%s8ei=UTF-8

[ eBay rover.ebay.com http://rover.ebay.com/rover/1/711-47294-18009-..

1 Creative Commaons search.creativecommons.org  http://search.creativecommons.org/Tg=%s
| Google google.com_ http://fwww.google.com/search?q=Jes8lie= utf-8...

B M oo - Las PR SIS S S S — T - T . T

| Done

«  To edit an engine, click on the application.

|9 Wikipedia (en) en.wikipedia.org http://enwikipedia.org/wiki/Special:Search?searc...
[ Twitter twitter.com https://twitter.com/search/%:7BsearchTerms%7D...
L] Bing bing.com : x
[y Search the web (Babylon) search.babylon.com http://search.babylon.com/?mntrld=90fa065e000..,

9.13.  Viewing and Stopping Background Pages and
Applications

Comodo Dragon allows to see which background pages are running and how much resources they are using. This can help you
manage and optimize resource usage by closing pages that you now longer require.

Tip:

Background Pages - The lists those pages that are open in the background (and may not be visible to you).

Background applications - Applications that can keep running even after you close the last window of browser.

»  Click the Comodo Dragon icon Iocated at the top-left corner.
«  Select the Tools -> Task manager.

All applications and extensions with background pages will be highlighted. For more details about task manager, please see
'Viewing task manager from Comodo Dragon'.

«  Click the 'End process' button from the list to stop any of these items.

«  Select the 'Exit from the wrench menu' to close the Comodo Dragon, when background applications are running.
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9.14.  Viewing, Saving and Printing a PDF

Comodo Dragon allows you to quickly view, save, print, and find text within PDFs. Opening and viewing is simply a matter of
clicking a link that opens a PDF file in Dragon

To save a PDF
«  Right-click the PDF and select 'Save as'.

OR
«  Use the keyboard shortcut Ctri+S.

»  Click the Comodo Dragon icon at the top-left corner and select 'Save page as...".

To print a PDF
»  Right-click the PDF and select Print.

OR
»  Use the keyboard shortcut Ctrl+P.

»  Click the Comodo Dragon icon at the top-left corner.

To search a PDF
»  Press the keyboard shortcut Ctrl+F to search the text in your PDF.

«  The search window at the right hand side will appears.
Op... Y Wikipedia, the free e... » ] Other bookmarks
| AV X

4

9.15.  Keyboard and Mouse Shortcuts for Comodo Dragon

Tab and window shortcuts
Key Combination Description
Ctrl+N Opens a new window.
Ctrl+T Opens a new tab.
Ctrl+Shift+N Opens a new window in incognito mode.
Press Ctrl+0, then select file. Opens a file from your computer in Comodo Dragon.
Press Ctrl and click a link. Or click a link with your middle Opens the link in a new tab in the background.

mouse button (or mousewheel).

Press Ctrl+Shift and click a link. Or press Shift and click a link | Opens the link in a new tab and switches to the newly opened

with your middle mouse button (or mousewheel). tab.
Press Shift and click a link. Opens the link in a new window.
Ctrl+Shift+T Reopens the last tab you've closed. Comodo Dragon

Comodo Dragon User Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 95



COMODO

Creating Trust Online®

remembers the last 10 tabs you've closed.

Press Shift and click a link.

Opens the link in the tab.

Ctrl+Shift+T

Opens the link in a new tab.

Drag a link to a tab.

Opens the tab in a new window.

Drag a link to a blank area on the tab strip.

Opens the tab in the existing window.

Drag a tab out of the tab strip.

Returns the tab to its original position.

Drag a tab out of the tab strip and into an existing window.

Switches to the tab at the specified position number on the
tab strip.

Press Esc while dragging a tab.

Switches to the last tab.

Ctrl+1 through Ctrl+8

Switches to the next tab.

Ctrl+9

Switches to the previous tab.

Ctrl+Tab or Ctrl+PgDown

Closes the current window.

Ctrl+Shift+Tab or Ctrl+PgUp

Closes the current tab or pop-up.

Alt+F4

Closes the current window.

Ctrl+W or Ctrl+F4

Closes the current tab or pop-up.

Click a tab with your middle mouse button (or mousewheel)

Closes the tab you clicked.

Right-click, or click and hold either the Back or Forward arrow
in the browser toolbar.

Displays your browsing history in the tab.

Press Backspace, or Alt and the left arrow together.

Goes to the previous page in your browsing history for the tab.

Press Shift+Backspace, or Alt and the right arrow together.

Goes to the next page in your browsing history for the tab.

Press Ctrl and click either the Back arrow, Forward arrow, or
Go button in the toolbar. Or click either button with your middle
mouse button (or mousewheel)

Opens the button destination in a new tab in the background.

Double-click the blank area on the tab strip

Maximizes or minimizes the window.

Alt+Home

Opens your homepage in your current window.

Comodo Dragon feature shortcuts

Key Combination Description

Alt+F or Alt+E Opens the wrench menu, which lets you customize and control
settings in Comodo Dragon.

Ctrl+Shift+B Toggles the bookmarks bar on and off.

Ctrl+H Opens the History page.

Ctrl+J Opens the Downloads page.

Shift+Esc Opens the Task Manager.

Shift+Alt+T Sets focus on the first tool in the browser toolbar. You can then
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use the following shortcuts to move around in the toolbar:

»  Press Tab, Shift+Tab, Home, End, right arrow, and
left arrow to move focus to different items in the
toolbar.

«  Press Space or Enter to activate toolbar buttons,
including page actions and browser actions.

»  Press Shift+F10 to bring up any associated context
menu (e.g. browsing history for the Back button).

«  Press Esc to return focus from the toolbar back to
the page.

F6 or Shift+F6 Switches focus to the next keyboard-accessible pane. Panes
include:

«  Address bar
«  Bookmarks bar (if visible)
»  The main web content (including any infobars)

»  Downloads bar (if visible)

Ctrl+Shift+J Opens Developer Tools.
Ctrl+Shift+Delete Opens the Clear Browsing Data dialog.
F1 Opens the Help Center in a new tab.
Text shortcuts
Key Combination Description
Ctri+C Copies highlighted content to the clipboard.
Ctrl+V or Shift+Insert Pastes content from the clipboard.
Ctrl+Shift+V Paste content from the clipboard without formatting.
Ctrl+X or Shift+Delete Deletes the highlighted content and copies it to the clipboard.
Webpage shortcuts
Key Combination Description
Ctrl+P
Prints your current page.
Ctrl+S Saves your current page.
F5 or Ctrl+R Reloads your current page.
Esc Stops the loading of your current page.
Ctrl+F Opens the find bar.
Ctrl+G or F3 Finds the next match for your input in the find bar.
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Ctrl+Shift+G, Shift+F3, or Shift+Enter Finds the previous match for your input in the find bar.

Click the middle mouse button (or mousewheel). Activates auto-scrolling. As you move your mouse, the page
automatically scrolls according to the direction of the mouse.

Ctrl+F5 or Shift+F5 Reloads your current page, ignoring cached content.

Press Alt and click a link. Downloads the target of the link.

Ctrl+U Opens the source of your current page.

Drag a link to bookmarks bar Saves the link as a bookmark.

Ctrl+D Saves your current webpage as a bookmark.

Ctrl+Shift+D Saves all open pages as bookmarks in a new folder.

F11 Opens your page in full-screen mode. Press F11 again to exit
full-screen.

Ctrl and +, or press Ctrl and scroll your mousewheel up Enlarges everything on the page.

Ctrl and -, or press Ctrl and scroll your mousewheel down Makes everything on the page smaller.

Ctrl+0 Returns everything on the page to normal size.

Space bar Scrolls down the web page.

Home Goes to the top of the page.

End Goes to the bottom of the page.

Press Shift and scroll your mousewheel Scrolls horizontally on the page.

Address bar shortcuts

Type a search term, then press Enter Performs a search using your default search engine.

Type a search engine keyword, press Space, type a search Performs a search using the search engine associated with

term, and press Enter the keyword.

Begin typing a search engine URL, press Tab when Performs a search using the search engine associated with

prompted, type a search term, and press Enter the URL.

Ctrl+Enter Adds www. and .com to your input in the address bar and
open the resulting URL.

Type a URL, then press Alt+Enter Opens the URL in a new tab.

Ctrl+L or Alt+D Highlights the URL.

Ctrl+K or Ctrl+E Places a '?' in the address bar. Type a search term after the
quegtion mark to perform a search using your default search
engine.

Press Ctrl and the left arrow together Moves your cursor to the preceding key term in the address
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bar.
Press Ctrl and the right arrow together Moves your cursor to the next key term in the address bar.
Ctrl+Backspace Deletes the key term that precedes your cursor in the address
bar.

Select an entry in the address bar drop-down menu with your | Deletes the entry from your browsing history, if possible.
keyboard arrows, then press Shift+Delete.

Click an entry in the address bar drop-down menu with your | Opens the entry in a new tab in the background.
middle mouse button (or mousewheel).

Press Page Up or Page Down when the address bar drop- Selects the first or last entry in the drop-down menu.
down menu is visible.

9.16.  Website Security Indicators

Comodo Dragon also indicates details about your connection and alert you if it is unable to establish a fully secure connection
with the site.

SSL is a protocol that provides an encrypted tunnel between your computer and the site you are viewing. SSL are the highest
assurance certificate available and come with a unique visual trust indicator, the green HTTPS address bar that will reassure
your website visitors.

Look at the icon to the left of the site’s URL in the address bar to see if the site is using SSL.
The are the following tvnes of icon:
»  The Globe icon appears when you visit sites that are not using SSL. The icon indicates that the page is using

SSL to transmit information. The site’s address should also start with 'https://'. There are 3 types of lock icons:

«  Thelock (& icon appears when Comodo Dragon successfully establishes a secure connection with the site
you are viewing. If a site uses an Extended Validation SSL (EV SSL) certificate, the organization's name appears
next to the icon in green text.

«  TheAlert (2 icon appears when Comodo Dragon detects that the site has included some insecure content
(such as images) on the page. Such content can provide a loophole for someone to manipulate the page you're
viewing.

+  TheAlert ficon appears when Comodo Dragon detects high-risk insecure content on the page or when the site
presents an invalid certificate. The "https" in the URL is also crossed out when this happens.

You also can see more details about the site’s identity, connection to the site and your visit history for the site.
- Site identity

«  Connection to the site
« Visit history
Site identity

Allows you to verify the site's identity. Real site possesses a valid security certificate for the URL you're trying to reach. Invalid
certificates could indicate that someone is attempting to tamper with your connection to the site.

The identity of this website has been verified by authority

- This icon shows that the site’s security certificate is valid and has been verified by a trusted third-party authority.

The identity of this website has not been verified
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n

- This icon shows the site has not provided the browser with a security certificate. This is normal for regular HTTP sites,
because certificates are usually provided only if the site uses SSL.

The identity of this website has not been verified

- This icon shows there are problems with the site’s certificate. You should proceed with caution.
Connection to the site

Comodo Dragon allows also you to know whether your connection is fully encrypted. If your connection is insecure, third parties
might be able to view or tamper with the information you provide on the site.

Your connection to the site is encrypted

n - Comodo Dragon successfully set up a secure connection with the site you are viewing.

Your connection to the site is not encrypted
- The site is not using SSL to transmit information. This is normal for regular HTTP sites

Your connection to the site is encrypted, but..

-

(7Y

- The site uses SSL to transmit information, but a content on the page wasn't transmitted using SSL. This content could
include third-party images, videos, or ads embedded on the page. Such content can provide a loophole for someone to
manipulate the page you are viewing.

Visit history

You first visited this site on the date

- Indicates that you have visited the site before. Clear your browsing history to remove records of your visit.
You have never visited this site before foday
mE Displays that the message is normal. However, please proceed with caution.

Google Cloud Print

You have registered your printers with Geogle Cloud Print using the account testuser720 @gmail.com

Disable Google Cloud Print connector | Manage print settings... |

9.17.  The Share Page Button

It's no secret that social networking websites play an ever more important role in our lives, allowing us to easily share
information, news and the latest updates with our network of friends. To make it even easier to share a web-page, we added a
social media button to the top right of the browser toolbar: E

Apart from the added convenience, this button is also a far more secure way of accessing your account.

Recently, the security of 'Share' buttons embedded on web pages has been called into question. In a 'clickjacking' attack, the
'Share' button on a malicious website will open a fake login page where you will be asked to enter your user-name and
password. The hackers will then have access to your account. In another type of attack, the 'Share' button will share a
completely different website to the one you are looking at. This means you could unwittingly recommend phishing websites,
malware downloads or XXX sites to your network of friends.
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The Dragon social media button will always open the genuine Facebook/Twitter/LinkedIn website and allow you to safely login
and share the page. It is good practice to use this button instead of the 'Share’ buttons on the websites themselves.

- To share a web-page, click the 'Share Page' button E

| 7
£ share page :
|

Facebook
m Linkedin

g Twitter

»  Click 'Options' to configure settings for this button:

Image Name URL
1 ¥] Facebook http:/fwww facebook com/sharer php?u="%s
1[4 |Linkedin http:/fwww linkedin_.com/shareArticle?mini=true&url=%s
[ & [Twitter http:/twitter.com/shara?url=%s

[Add ] [Save ] [ Remove ] [ Reset to default]

«  You can modify the name and URL of existing social networks

- Toadd a network, click the 'Add" button and enter the name and URL of the service 'share' page. Click 'Save' to
confirm your choice. Your new network will be available when you click the 'Share Page' button.

- Toremove a network, select the check-box next to the service in question and click 'Delete’.

«  Click the 'Reset' button to remove all user defined networks and return to the default selection of networks (currently
Facebook, LinkedIn and Twitter).

9.18.  Configuring Access Pages Through A Web Proxy

Comodo Dragon allows you to connect via a Proxy server.

You may consider using a proxy for the following reasons:

«  To anonymizes your connection to the internet.

«  To speed up access to resources.

- Toimplement access policy to a network (for example, to block undesirable websites).
- To audit usage (for example, to log employee Internet usage).

«  To scan traffic for malware prior to it entering or leaving the internal network.
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To set proxy connection

- Select the social network you want to log in to. The Facebook/Twitter/LinkedIn page will open in a new window.
«  Navigate to the Comodo Dragon iconﬂ at the top-left corner.

«  Click 'Settings" 'Show advanced settings' link.

»  Scroll down to the 'Network' section.

Metwork

LIze direct connection

Use this proxy server

® Allow extension to control proxy server or use system settings| Change proxy settings...

«  Select the 'Use this proxy server'

»  Press the 'Change proxy settings'
i N
& Internet Properties M

| General I Security | Privacy | Cuntent| Connections |ngrams | Ad'u'an::ed|

To set up an Internet connection, didk

Setup.

Dial-up and Virtual Private Network settings

Add...
.

Remove... |
Choose Settings if you need to configure a proxy Settings |
server for a connection,
(@) Mever dial a connection
Dial whenever a network connection is not present
Always dial my default connection
Current hione Set default

Local Area Metwork (LAM) settings

LAM Settings do not apply to dial-up connections.

Choose Settings above for dial-up settings,

QK. ] [ Cancel Apply

. ’Connecti(;n' tab in 'Internet Properties' dialog will open

- Press LAN settings button to customize automatic configurations.
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. .
") Local Area Network (LAN) Settings . . e

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
|:| Use automatic configuration script
Address

Proxy server

[ Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Bddress; Part; | 80 Advanced

Bypass proxy server for local addresses

[ oK J [ Cancel

-

Select the ‘Use a proxy server for your LAN' and enter the address of the proxy server you wish to use.

Proxy server

Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address:  192.168.0.1 Port: &0 Advanced \

[ | Bypass proxy server for local addresses

0K, ][ Cancel ]

«  Click 'OK' for the setting to take effect.

To cancel your Proxy connection
»  Deselect the 'Automatically detect settings' checkbox.

| Local Area Network (LAN) Settings 3

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

{ "] Automatically detect settings )

IUse automatic configuration script

Address

«  Click 'OK'.

9.19.  Using Speech-to-Text Option

Since Comodo Dragon v. 11 sees the introduction of the new Speech-to-Text feature. This advanced speech recognition feature
allows Comodo Dragon browser to interpret and understand spoken words. Practical implementations include dictation, the
ability to control web applications and quick translation from English to a chosen other language.
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To test the new feature, please make sure you are using Comodo Dragon 11 or later and your microphone is plugged in. Next,
navigate to a site that supports the new speech API.

Here are a couple of examples:
http:/iwww.web2voice.com/chrome-speech-input.html
http://slides.html5rocks.com/#speech-input

The following tutorial shows you the incredible ease which this feature can be used to control videos. First visit
http://www.web2voice.com/chrome-speech-input.html

« Video searching

«  Playing a video

- Stopping/resuming a video

Video Search
1. Please make sure your microphone is working correctly.
§
Y

2. Click the microphone icon next to the search field

O}

3. Speak your keywords. You can search for anything — for example, music videos, YouTube channels or movie trailers.

OOooOoooOoooOod

‘| Speak now {

Cancel

4. Results will appear underneath the search field.

Play a Video "
5. To play, simply click the microphone icon | %5/ | and say ‘PLAY" followed by one or more keywords from the video

title.

Stop/Resume a Video [ ]
6. Click the microphone icon Y and say ‘Stop’ or ‘Play’ as appropriate.

9.20.  Scan Websites for Malware Using Web Inspector

Comodo Dragon browser 24.0 have a vital website security testing feature that scans a website and checks whether it performs
malicious activities or hosts malware. This feature prevents your computer from being potentially infected from malicious
websites.

To add Web Inspector (WI) icon in the browser toolbar

»  Click the Comodo Dragon icon ﬁ}' located at the top-left corner.
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»  Select Settings from the menu.

»  Click 'Extensions' and select ' the 'Enabled' check box beside Comodo Web inspector.

Or
- Enter 'about://extensions' in the address bar and press enter.
«  Select the 'Enabled' check box beside Comodo Web inspector.

Or "'::"
«  Click the Comodo Dragon icon located at the top-left corner.

«  Select Tools > Extensions.

«  Select the 'Enabled' check box beside Comodo Web inspector.

The Web Inspector icon - will be displayed at the top right corner of the browser toolbar.

coMoDo —

B Comodo Share Page

<>

L app webinspector.com

web
inspector

Y 7

Scan a Webpage

Emter a URL to find outwhether His malicious or nat

D Check unresolved domain through the blacklists

To start, simply enter the URL of a webpage inthe space abava and chick "START THE SCAN'

Afler the scan 13 complete, vou will be able foview a makware repon

This frie serdce will Scan onk & singlé page at a tima

Webmasiers can enml theirwabsile for free, recerning daily makaareg scans by clicking tha Sign-Up' button
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START THE SCAN
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»  Click 'Home' to view all advantages from using Web Inspector, plans and pricing and more.

«  Click 'Online scan' and type the URL of the page that you want to scan in the blank box and click the 'START THE
SCAN' button.

«  Click the 'Recent Detections' tab to view the list of unsafe sites that Web Inspector has scanned in the last 48 hours
and detected as malicious.

»  Click 'Login' to enter to the your Web Inspector account.
«  Click the 'FAQ' at the bottom right to know more about Web Inspector.

»  Click 'Support " at the bottom right to open Comodo support page, a searchable knowledge base and troubleshooter
at https://support.comodo.com

Right clicking on a link in a page will provide you the option to scan a page using WI and then navigate if found safe or just scan
the page without navigating.

To set scanning type for links in a page

«  Click the Comodo Dragon icon at the top-left corner.

»  Select 'Settings' -> Extensions.
OR

«  Select "Tools' > Extensions.

Or
- Enter 'about://extensions' in the address bar and press enter.
Click the 'Options' link under Comodo Web Inspector.

Show context menu item:
O Scan with Web Inspector
® Scan with Web Inspector and navigate

»  Select the type of scan that you want to be executed from the right-click options for a link.

- Scan with Web Inspector and navigate - Displays the WI scanning process in a new tab and if no malware is
found, the page will open.

«  Scan with Web Inspector - The page will be scanned by WI and when complete the report will be displayed.

To scan current page for malware

«  Click the Web Inspector icon - located at the top right corner of the browser toolbar.

The scanning process for the webpage in the address box will commence in a new tab and the report will be displayed after the
process is completed.
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Hickrii Dnling Scan Loiin

Report for © https://support.comodo.com/ index page.

Sean results for the
[E!

Mo malicious activity or malware detected. 51 T days:

Scanned IP: 31159212147

v Bean Time: 201 21 2-26 09.22:20 UTC i 15afe
Country: Lnies B 0 Suspicious

Scanned single LREL AL B 0 High Risk
0 Inconclusie

851 Certificate Checkindg Safle

Dhoqmvain: sugpon comodo.com
Blacklist Checking: Sale
Website: hitpefisuppor.comade.com
Phishing: Sale SSLIssuer:  COMODO Exended Validation Secung Sarer C&
Malickus Activity: Fafe SSL Expired: ThuJul 11 23:59:58 UTC 2013
Malware Downkisds: Sale
Suspicious Actiaty: Safe

Sample report of a high risk page

web
inspector

Harma nling Scan Laigin

Report for * http://accountancy-mve nl/ mdex page ~

Scan resulis for the

This is a high risk page. last 7 days
Scanned IP; 8918176 48

Scan Time: 2012-12-26 01 2:10 UTE 0 Safe
CDIIITI‘I}". Metherdands = (1] ﬁl|$|l||2|ﬂll'!i

Scanned singla URL | R f M 1 High Risk

I InconchEshe

Blackikst Cheching: SUSpicious

Chowianrn: acountancy-rove nl
Phishingz Safa .

Wielrsite: hitpaccountancy-rmve nl
Malicious Acthdily: High Rizk
Malwiare Downloads: Safa
Suspicious Actnaty: Safa

9.21.  Handling the Protocols

Comodo Dragon service enables web sites ask you whether you would like to use their services to handle specific web
protocols. In that case, when you visit an email service, you may see a prompt at the top of the page, asking whether you would
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like to use the email service to open all email links (such as “mailto:” links or “webcal:” links).

»  Click the Comodo Dragon icon located at the top-left corner.
«  Select the 'Settings' from the menu > 'Show advanced settings' link.

«  Click the 'Content settings' in the Privacy section.

«  Select the 'Handlers' from the list of features in the 'Content Settings' dialog.

Handlers

® Allow sites to ask to become default handlers for protocols (recommended)

Do not allow any site to handle protoceols

Manage handlers... |

«  Select the 'Allow sites to ask to become default handlers for protocols' allows prompts for protocol handler requests.
»  Select the 'Do not allow any site to handle protocols' to disable prompts for protocol handlers requests.

«  Click the 'Manage handlers..." button, if you have multiple handlers for the same protocol.

Protocol handlers b4

Active protocol handlers

Type Site

webcal (none) -

OK

To remove a site, select the handler you would like to remove, then hang over the cursor and click the 'remove this site' link.
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Protocol handlers b4

Active protocol handlers

Type Site

webcal Google Calendar + | remove this site

OK

9.22.  Configuring Mouse Cursor and Fullscreen

By default, the java fullscreen APl is enabled for all websites. This allows web applications to toggle Comodo Dragon into full
screen mode and make a single page element fill the entire display. This is especially useful for media such as games, video
and other kinds of content where full screen interaction is desirable. You can specify exceptions to this default behavior by
clicking the 'Manage exceptions..." button.

HTML 5 video option intended to work with mouse cursor option.
To specify fullscreen exceptions

. = ¥
«  Click the Comodo Dragon [« icon located at the top-left corner.
«  Select the 'Settings' from the menu > 'Show advanced settings' link.
«  Click the 'Content settings' in the Privacy section.

«  Scroll down to the 'Fullscreen'.

Fullscreen

Manage exceptions...

Click the 'Manage exceptions..." to specify website exceptions to the default "Allow Fullscreen' behavior.

Mouse Cursor

The options in this section allow you to specify the ability of web sites to disable your mouse cursor. By default, your permission
will be asked every time a website tries to do this. You also have the option to 'Always Allow' and 'Never Allow'. Regardless of
the option chosen, you can specify 'Allow' or 'Block’ options for individual websites by clicking the 'Manage Exceptions..." button.

Mouse lock will not be possible until the user confirms fullscreen.
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To view or modify mouse cursor options:

»  Click the Comodo Dragon icon "-El located at the top-left corner.
«  Select the 'Settings' from the menu.
«  Click the 'Content settings' in the 'Privacy' section.

«  Scroll down the 'Mouse Cursor'.

Mouse cursor

Allow all sites to disable the mouse cursor
® Ackmewhen a site tries to disable the mouse cursor (recommended)

Do not allow any site to disable the mouse cursor

Manage exceptions...

»  Click the 'Manage exceptions..." to specify the exceptions to the behavior you have chosen.

Mouse cursor exceptions 4
| Hostname pattern Behavior
[*.]bing.com Allow
google.com Allow
Allow -
oK

Enter the web address of the web-page in the 'Pattern’ text box.
«  Select the 'Allow' or 'Block' in the Action drop-down box.
+  Close the dialog.

You can see the website is added to the list of mouse cursor exceptions. Right clicking on any website in this list opens a context
menu which allows you to add or remove websites and specify other settings such as spell-checker options and inspect element.

9.23.  Using the Address Bar (Omnibox)

Omnibox is doubles as a search box improves upon the existing capabilities of Omnibar and enhances your search results by
pulling results from both your bookmarks and browsing history, enabling you to find previously-visited or starred content with
even more ease. Comodo's omnibox is to merge both location and search fields while offering the user some highly relevant
suggestions and / or early results.
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The omnibox offers:

Searching the web pages and visit web addresses
- Type your search term in the address bar that sits at the top of the browser window
- Press 'Enter' to see the results from your default search engine, search specific sites

- Ortogo to the site, type in the web address of a site, then press 'Enter'.

Searching for applications, bookmarks, browsing history, and related items

The bar automatically shows you matches from your apps, bookmarks, and browsing history when you typing in the address bar.
Comodo Dragon can use a prediction service to show you related search terms and websites.

The follow icons in the omnibox help you to differentiate between the different items:
'ifi’ -The bookmark icon appears next to bookmarked sites.
Q, - The search icon appears next to searches, including related searches if you have the prediction service turned on.

() -The predicted sites icon appears next to matches from your browsing history, or related sites when you have the prediction
service turned on.

r:Tj - The App icon appears next to web apps you've installed from Web Store.
Creating bookmarks

«  Click the 'i:i'at the right end of the address bar to create a bookmark. Click here to learn more about adding
bookmarks.

Displaying alerts for the page you are on

You will see icons in the address bar if there are things about the page that you should know about;
Security alerts

Pop-up alerts

Extension alerts

Performing basic calculations

If you wish to perform some type of calculation or unit conversion, simply input it into the Omnibox and click the 'Search'.
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@ 5412 - Yahoo! Search Resul =

4« ¢ 0O uksearchyahoo.com/search,_ylt=AlgeudAyAXhQKDcArCVLBOx. Tp =5 12812 =sb-top &fr=yi;
Newr User? Register Sign In Make ¥! My Homepage _Q [ Meail :
YAaHOO! s | search
UK & IRELAND resuks 3
WEB MAGES VEED REWS SHOPPING MORE
search; @ the web © onlyinUk © onlyin Ireland
5"12=60
Anytime . _
Past day 5-12 - Wikipedia, the free encyclopedia

5-12, 5M2, or 5.12 can refer to aither of two disastars occuring on May 12: 2007 Karachi
Pastweek riots in India, whicl of approximately 30 people 2008
en.wikipedia zhed

Past manth

5-12 Quake Relief » Main'HomePage?

They need our helpll! One way te help is to sell the stuff you dont need. You can list it on
this site's Sell 2 Help

5.12.0rg - Cached

Romans 5:12 Therefore, just as sin entered the world through ...
Mew International Version Therefore, just as sin entered the world through one man, and
death through sin. and in this way death came to all men, because all sinned—- v

'] (] [

The result will be displayed right there in the drop-down list.

Click here to learn how to search within page content.

9.24.  Configuring Settings for Media

Configuring settings for media provides advanced settings on how websites can use your computer’s camera and microphone to
record audio and visual data (for example, for video conferencing). As using cameras and microphones can have privacy
implications, so Flash Player requests access. Exceptionally after you have given the site permission a website can use your
camera or microphone.

To set the camera and microphone )
«  Click the Comodo Dragon icon located at the top-left corner <,
«  Select the 'Settings' from the menu > 'Show advanced settings' link.
«  Click the 'Content settings' in the Privacy section.

»  Scroll down to the 'Media' section.

Content settings *
Microphone: Default - -
Camera: -

® Ask mewhen a site requires access te my camera and microphone (recommended)

Do not allow sites to access my camera and microphone

]

Manage exceptions...

— e TETTEIS IO T TR AT O DT O SEPrET OF ISE SorsTENT SETTIIs TP P T T

+  Tip 'Ask me when a site requires access to my camera and microphone (recommended)' to alert you whenever a site
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requests access to your camera and microphone.

«  Tip 'Do not allow sites to access my camera and microphone' to automatically deny any site (websites you have
already visited and to those you haven't yet visited) requests to access your camera and microphone.

To allow specific sites have access to the camera and microphone, click 'Manage exceptions' button.

Media exceptions

*

Hostname pattern Behavior
Audio Video

m

Learn more

You can Allow/Block permission or remove the previously-granted permission for specific site. Removing a site deletes all
settings and data stored for that site.

9.25.  Configuring Settings for Unsandboxed Plug-in Access

Some websites require plug-ins to have direct, unsandboxed access, for example, to install additional software on your
computer. Such files can contain a harmful malicious software ipso facto does harm to the computer. Comodo Dragon protects
you by blocking unsandboxed plug-ins from automatically accessing files on your computer.

«  Click the Comodo Dragon icon located at the top-left corner
«  Select the 'Settings' from the menu > 'Show advanced settings' link.
«  Click the 'Content settings' in the Privacy section.

»  Scroll down to the 'Unsandboxed plug-in access' section.

Unsandboxed plug-in access
® Allow all sites to use a plug-in to access my computer
Ask me when a site wants to use a plug-in to access my computer (recommended)

Do not allow any sites to use a plug-in to access my computer

Manage exceptions...

«  Tip 'Allow all sites to use a plug-in to access my computer' (not recommended) to let all unsandboxed plug-ins
automatically access your compulter.

- Tip 'Ask me when a site wants to use a plug-in to access my computer (recommended)' to ask you for permission
whenever an unsandboxed plug-in requests access to your computer.
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«  Tip 'Do not allow any sites to use a plug-in to access my computer' to automatically prevents any unsandboxed plug-in
requests to access your computer.

To allow specific sites to use plug-in to access, click 'Manage exceptions' button.

Unsandboxed plug-in access

»

Hostname pattern Behavior

Allow -

m

Learn more
You can Allow/Block permission or remove the previously-granted permission for specific site.

9.26.  Use PrivDog To Stop Websites Tracking Your Activity

What would be your reaction if you knew that almost all your online activity was tracked by multiple agencies without your
knowledge? The data they collect might be used for legitimate but unwelcome reasons such as adverts that follow you around
the internet or for creating a profile of your online browsing activity. In the worst cases, it could be used by online fraudsters with
the sole objective of stealing your personal and confidential information by deploying intelligence gathering cookies, spyware
and other malware.

PrivDog provides you the power to control these activities and make surfing the web safe and private again. PrivDog is a
browser extension that improves the transparency, privacy and speed of your online experience by automatically detecting and
blocking processes that are attempting to track your online activity. Whenever you visit a website, PrivDog will display the
number of privacy threats it has blocked in the top-right corner of your browser. Clicking the PrivDog icon will reveal a more
detailed breakdown of the types of threats it has stopped, which can include advertising networks, 3rd party trackers, cookies,
widgets and other data collection processes. The extension can also block all current banner ads in a webpage and replace
them with safe and trusted ads.

PrivDog is available as a standalone add-on for Google Chrome and Mozilla Firefox browsers. It can also be downloaded from
the Privdog website at http://mww.privdog.com

Using PrivDog

by
«  The total number of potential threats on the page you are visiting will be overlaid over the PrivDog icon () at the top-
right corner of the browser. Click the icon to reveal a breakdown of current activity by threat-type.
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The bottom of the summary page states the total number of threats blocked for all pages in your current session.

«  Ad Networks - Depending on your preferences, this row will display either the number of untrusted, 3rd party adverts
that have been blocked orthe number of adverts replaced with trusted and safe ads from AdTrustMedia (sanitized).

Third party advertisements are one of the primary sources of income for website owners but could also be used by
attackers to launch malicious code. PrivDog ensures that only trusted, pre-vetted adverts are displayed on the web
pages you visit. Clicking on the Ad Networks row will list the addresses of the tracking entities.

«  Trackers - Displays the number of trackers that were blocked or allowed for that page depending on your settings.
Clicking on the "Tracker' row will display the addresses of the tracking entities.

Your browsing behavior is of great interest to many companies who wish to make money by tracking your surfing
patterns and selling the data to other organizations. Based on the evidence of your browsing, these companies can
then hit you with advertising and marketing campaigns targeted to what they believe you are interested in.

. 3" Party Widgets - Displays the number of widgets that were blocked or allowed for the page you are visiting. Clicking
on the 3rd Party Widgets row will display the addresses of the tracking entities list.

Many websites have 'social widgets' in their sites which are designed to let visitors quickly 'share' the page with their
social media contacts. However, using one of these widgets also informs the social media site owner of which sites
you have visited. This allows the social media website to show you targeted ads or invite their other partners to also
track you by deploying their tracking specific codes.

- Statistics - Displays the number of analytical trackers that were blocked or allowed for that page depending on your
settings. Clicking the "Statistics' row will list the addresses of the tracking entities.

Statistic, or analytical trackers allow website owners to analyze data about the nature of their visitors, including your
geographical location, referrer, which pages you visited while on their site, the duration of your stay on the each page
and so on. The technology provider will give these analysis tools to the website owner free of charge, but in return, the
technology provider will also have access to your surfing behavior, potentially infringing your privacy.

. 34 Party Cookies - These types of cookies are used by advertisers to track your visits to various sites on which they
advertise. This row displays whether 3rd party cookies are currently blocked or not.
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PrivDog Settings Configuration

The Options page allows you to configure the settings for the Trackers, 3™ Party Widgets, Ads, Statistics, Preferences and add
websites to Exceptions list.

To open the Options Panel, click the PrivDog icon at the top right side of the browser and click the gear icon in the drop-down.

| ]

o vdog &

il + o

[ Options panel

Alternatively, click on the words 'click here' in the row of a blocked item to go to the respective settings page directly.

notplocked
Toblockth

The Options Panel displays the total number of threats that it has blocked since the browser was opened for the session and by
default opens with the Threats settings page.

1 1 2 Threats blocked since

browser staried
Total threats: 2409 9,:;9 =1 ‘VdOQ

Total detecting: 2409

Threats
Exceptions Recommended
Trackers (&) Black O 480 slements
& Biach O 165 elements
BURIRER R (@ Deirver Trustedis from AdTrusiMedia o 1344 slements
@ Black O 420 elements

The panel allows you to configure the settings for:
«  Threats
»  Exceptions
- Preferences

Threats
The page displays the number of elements at the far end of each item that PrivDog has detected so far in the browser.
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0 Threats blocked since
browser started

q . When you are the web, eve
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Total detecting: 2421

Threats Enable blocking of the threats you consider necessary.
Excepﬁons Recommendsad

Trackers @ Biock Adow 480 glements

3™ Party Widgets M Biock Allow 165 slements
Preferences Ads @ Delver TrustedAds from AdTrusiMedia Block all Ad Networks 1356 elements

Stalistics @ Biock o 420 elements

«  Select the option whether to block or allow the items in the list.
Exceptions

The Exceptions screen allows you add a domain name or a subdomain name for which PrivDog will not perform a scan to detect
threats. You should make sure the websites that you add to the Exceptions list are trustworthy and dependable.

»  Enter the url of the website(s) in the field and click the 'Add site to Exceptions' button.

1 26 Threals blocked since

browser slarted Q
Total threais: 24009 #-"'g' r__)[ "vdog
Total detecting: 1344
T PrivDog will ignore the websites listed below. You can add
a site to your Exceptions by typing the URL in the box and
Exceptions clicking the "Add site to Exceptions' button.
Preferences Add @ website 1o your Exceplions

Add site to Exceptions

Websites in your Exceptions list:

Mo domaing in Exceplions list

AdtrustMedia, LLC. & 13. Al ts resenved,

The added website(s) will displayed in the Exceptions list.
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1 26 Threats blocked since

browser started q
"

Total threats: 2409 L0 ! dog

Total detecting: 1344

Threats

Exceptions

Preferences hild a website to your Exceptions

Add sile Lo Exceptions
Websiles in your Exceplions st

[ .facebook.com
[ comodo.com
[ example.com m

To remove a website from the Exceptions list, select the checkbox beside it and click the 'Remove' button beside it or click the
'Remove selected' button if you select more than one website.

Preferences

In the Preferences screen you can choose to either allow or block 3rd party cookies in the browser.

a Threats blocked since
browser started

4 .
Total threats: 2505 '."":';9' r__)l 'Vdog

Total detecting: 2595

Threats

Excepﬁons Realtime 3™ party cooke biocking
o Do Not Track™ heade:

Preferences

Realtime 3™ party cookie blocking - When this option is enabled, PrivDog will check in realtime for 3rd party cookies
that are being installed and block them.

"Set Do not track" header - When this option is enabled, PrivDog will block the tracking activities of 3" party cookies
that are already installed.
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10. Troubleshooting

This section briefs you on how to resolve problems that might arise when you are using Comodo Dragon. Click the following
links to know more:

»  Errors and crashes in Comodo Dragon

«  Unable to find a previously installed extension or app
« 'He's dead, Jim!' message
«  Comodo Dragon no longer works or closes after several seconds
«  Comodo Dragon won't open at all
«  Update plug-ins
»  The following plug-in has crashed
- Display Problems in Comodo Dragon

»  Web-Pages load slowly or fail to Load
« Video is no longer available
This web-page is not available
«  Error 124 (net_ERR_WINSOCK_UNEXPECTED_WRITTEN_BYTES)
«  Error 128 (net__ERR_SSL_UNSAFE_NEGOTIATION)
«  Error 129 (net_ERR_SSL_WEAK_SERVER_EPHEMERAL_DH_KEY)
«  Text not displaying properly
«  The following plug-in has crashed
«  Missing plug-ins for Windows Media Player and Java
«  EV-SSL indicator not displayed
«  Resolving proxy
» He'sdead, Jim
«  Ascript running on this page is taking a loooong time to do its job
- Graphics not displaying properly
«  ReportaBug

10.1.  Errors and Crashes in Comodo Dragon

You may find your computer screen throwing up error messages while using Comodo Dragon. Click the following links to know
more:
- Unable to find a previously installed extension or app

»  'He's dead, Jim!' message

- Comodo Dragon no longer works or closes after several seconds
«  Comodo Dragon won't open at all

«  Update plug-ins

The following plug-in has crashed

Unable to find a previously installed extension or app

This error is displayed when the browser is unable to locate an app or extension that was previously installed. The following may
be one of the reasons the browser is unable to locate:
«  The extension or app may have been uninstalled. Reinstall the extension or app.

«  The web store that you downloaded the extension or app may have removed it for some reasons including not
following their legal agreements etc.
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- Dragon user profile may be corrupted. Create a new user profile.

To create a new user profile in Comodo Dragon
«  Exit Comodo Dragon if it is open.

« Inthe 'Start' menu click 'Run'.

« Inthe 'Run’ dialog, enter the directory applicable to your system given the following table:.

Operating System Enter in the 'Run'’ text field
Windows XP %USERPROFILE%\Local Settings\Application
Data\Comodo\Dragon\User Data
Windows 7 or Windows Vista %USERPROFILE%\AppData\Local\Comodo\Dragon\User
Data
»  Click 'OK.

« Inthe explorer window that opens, rename the 'Default’ folder as 'Backup default'.

«  Open Comodo Dragon.

«  The browser automatically creates a new 'Default' folder.

»  Copy and paste the backup details into the new default folder.
Please note that some of the old profile might be corrupted and may result in corrupting the new default folder also. If you want
the old bookmarks, copy the file Bookmarks.bak' from the backup folder and paste it into the new 'Default’ folder.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

'He's dead, Jim!' message
This message will be displayed when a web-page crashes suddenly. Just reload the page by pressing the reload button besides
the address bar. If the message is displayed for all the pages, check the following to resolve the issue:

Firewall and antivirus applications

The firewall or antivirus application in your system may not allow Comodo Dragon to function properly. To confirm, disable
firewall and antivirus application and open Dragon again. If it works, create an exception in the firewall or antivirus settings for
Comodo Dragon and re-enable the firewall and antivirus applications in your system.

Extensions
Disable your extensions one by one and open Dragon. If any one of the extension is causing the problem, uninstall it.

To disable or uninstall an extension =
« Click the Comodo Dragon icon et/ located at the top-left comer.
«  Select the 'Tools' from the menu.
«  Select the 'Extensions'.

The Extensions page will be displayed.
«  (Click the 'Disable' link to disable the extension.

+  Click the 'Uninstall' link to remove the extension completely from your browser.

Malware
Use the latest version of Comodo Internet Security to scan your system for any malware and to remove it. Download Comodo
Internet Security from http://personalfirewall.comodo.comy/.

User Profile
One of the reasons could be that your user profile may be corrupted. Click here to know the steps to create a new user profile.

If you are still having problem, post your comments in hitp:/forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.
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Comodo Dragon no longer works or closes after several seconds

If Comodo Dragon closes as soon as you open it and displays no error messages, one of the likely reason may be your user
profile is corrupted. Create a new user profile and see if this solves the problem.

Click here to know the steps to create a new user profile.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Comodo Dragon won't open at all

The firewall or antivirus application in your system may not allow Comodo Dragon to function properly. To confirm, disable
firewall and antivirus application and open Dragon again. If it works, create an exception in the firewall or antivirus settings for
Comodo Dragon and re-enable the firewall and antivirus applications in your system.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Update plug-ins

Plug-in - a piece of software which enhances another software application, processes type of web content like Windows Media
Files, Flash etc. Unfortunately, the plug-ins are not updated automatically and over a period of time get outdated as newer
versions are released. The new versions of plug-ins may have better security features than the older versions — an important
reason to keep your plug-ins updated to avoid potential security vulnerability.

Comodo Dragon automatically detects plug-in that is not up-to-date with security vulnerability and alerts you with a message
below the address bar that the plug-in has been blocked.
«  Click 'Update plug-in"in the message to install the latest version of the plug-in.

«  Click 'Run this time" in the message to run the current plug-in without upgrading though this not desirable.
Click here to know more about managing plug-ins.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

The following plug-in has crashed
If a plug-in used by a web-page that you are on currently closes suddenly or becomes unresponsive, the message 'The following

plug-in has crashed... ' or the icon will be displayed at top of the web-page. Wait for the plug-in to restart or close the
process manually in the "Task manager' window. Reload the page by pressing the reload button besides the address bar.

«  Click here to know how to manually close the process.

«  Click here to know more about managing plug-ins.

If you are still having problem, post your comments in hitp:/forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

10.2.  Display Problems in Comodo Dragon

Comodo Dragon may throw up web-page display errors or face web-page display related issues. Click the following links to
know more:
«  Web-Pages load slowly or fail to load

«  Video is no longer available
«  This web-page is not available
«  Error 124 (net__ERR_WINSOCK_UNEXPECTED_WRITTEN_BYTES)
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«  Error 128 (net__ERR_SSL_UNSAFE_NEGOTIATION)

Error 129 (net_ERR_SSL_WEAK_SERVER_EPHEMERAL_DH_KEY)
«  Text not displaying properly

The following plug-in has crashed

«  Missing plug-ins for Windows Media Player and Java

- EV-SSL indicator not displayed

«  Resolving proxy

«  He'sdead, Jim

Ascript running on this page is taking a loooong time to do its job

«  Graphics not displaying properly

Web-Pages load slowly or fail to load

There could be many reasons why the web-pages are not loading quickly in Comodo Dragon. First ascertain that the problem
persists only for Comodo Dragon only. Open the pages that are loading slowly in Comodo Dragon or don't load at all in other
browsers.

If the web-pages are loading slowly only in Dragon, try the following:

Open the web-pages in an incognito window
If the web-pages are loading normally in an incognito window, then the problem may be with your browsing data or with
extensions. These are disabled when you are using an incognito window. To resolve the problem:

- Disable all your extensions and enable them one by one until the web-pages load normally in Dragon standard
window. Click here to know how to disable extensions.

«  Delete your cookies, cache and browsing history.

»  Restart Comodo Dragon after closing all the browser windows.

«  Check whether the settings in antivirus and firewall applications in your system are configured to allow Comodo
Dragon.

Disable Predict network actions feature
To disable Predict network actions

«  Click the Comodo Dragon icon located at the top-left corner.
»  Select 'Settings' from the menu > 'Show advanced settings' link.

- Inthe 'Privacy' section, deselect the 'Predict network actions to improve page load performance’ checkbox.

Select the feature again if the problem is not resolved.

Check for the following error messages.

'Oops! This link appears broken'

Comodo Dragon displays this message if it is not able to the find the web-page. One of the reasons could be that the web-page
could be down temporarily. Check in other browsers if the web-page is opening. If it does, then Dragon may not be connecting to
the Internet properly.

»  Use the latest version of Comodo Internet Security to scan your system for any malware and to remove it. Download
Comodo Internet Security from http://personalfirewall.comodo.com/.

»  Delete your cookies, cache and browsing history.
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'Resolving proxy'.
If this message appears on the lower left side of Dragon browser, it may be set to open pages via a web proxy resulting in
slower loading of websites or searches. Change your proxy settings.

To configure proxy settings

+  Click the Comodo Dragon icon @

located at the top-left corner.
«  Select 'Settings' from the menu > 'Show advanced settings' link.
« Inthe 'Network' section, click the 'Change proxy settings' button.
« Inthe'Internet Properties' dialog, click the 'LAN settings' button.

« Inthe 'Local Area Network Settings' dialog, deselect the 'Automatically detect settings' checkbox.

Please note that changing the proxy settings will disable web proxy. If you are not sure about this settings, consult your system
administrator.

"This web-page is not available'
Comodo Dragon displays this error message if it fails to find and open the requested web-page. Check again if you have entered
the correct URL in the address bar. Try opening the web-page in other browsers such as Opera, Chrome, Firefox or IE. If the
web-page is not opening in any of the browsers, check the internet connection or the website may be down temporarily.
If the web-page is opening in other browsers but not in Dragon, click the 'More information on this error' link on the page.

«  Error 2 (net;:ERR_FAILED): Unknown error

e Error 102 (net::ERR_CONNECTION_REFUSED): Unknown error
«  Error 105 (net::ERR_NAME_NOT_RESOLVED)
«  Error 104 (net:ERR_CONNECTION_FAILED)
If the page displays any of the above errors, try the solutions given below.
Malware
Malware may be the reason for the Comodo Dragon not being able to connect to a web server. Use the latest version of

Comodo Internet Security to scan your system for any malware and to remove it. Download Comodo Internet Security from
http://personalfirewall.comodo.com/.

Cookies

Cookies are small pieces of information sent by websites that you've visited which are stored by your web browser. Cookies are
used by these websites to store your preferences about that website (for example, if you ask a website to 'Keep me logged in' or
similar, it is the cookie that keeps a record of this preference). If a cookie is corrupted, the browser may display any of the above
error messages. Clear all the cookies.

To delete the cookies =
«  Click the Comodo Dragon icon located at the top-left corner.

»  Select 'Settings' from the menu > 'Show advanced settings' link.

< Inthe 'Privacy' section, click the 'Content settings' button and select 'Cookies' from the list of features.
The Content Settings dialog will be displayed.
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Content settings x
Cookies §|
% Allow local data to be set (recommended) m
Keep local data only until I quit my browser
Block sites from setting any data
Block third-party cookies and site data
Clear cockies and other site and plug-in data when I close my browser
Clear history when I close my browser
Manage exceptions... All cookies and site data...
Imaaes 2
oK
»  Click the 'All cookies and site data' in the 'Content Setting' dialog.
The Cookies and Other Data dialog will be displayed.

Cookies and site data x
Site Locally stored data Remove all || 5 e |
paypalll2.20f.net 1 cookie =
addthis.com 6 cookies :

adnxs.com 2 cookies
adrniver.ru 1 cookie
d.adroll.com 1 cookie
atdmt.com 2 cookies
begun.ru 2 cookies
ccloud.com 4 cockies .

0K

«  (Click 'the Remove All' to delete all cookies.

Antivirus and Firewall Settings
Check whether the settings in antivirus and firewall applications in your system are configured to allow Comodo Dragon.

Proxy Settings

Adjust your proxy settings. Click here to know how to configure proxy settings.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Video is no longer available
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If you try to play YouTube in Comodo Dragon and it displays 'Video is no longer available' error, the most likely reason could be
the antivirus application in your system is not allowing the browser to play videos.

Disable the antivirus application in your system temporarily and try to play videos. If it works, check whether any upgrades are
available for the antivirus application and install them.

Kaspersky and Shield Defense antivirus applications are the most cited softwares, as per reports received by us, that prevents
the browser from playing videos. Adjust the settings in these applications to resolve the issue.

Error 124 (net__ERR_WINSOCK_UNEXPECTED_WRITTEN_BYTES)

When there is a problem with a Layered Service Provider in your computer, Dragon will be unable to open requested web-page
and displays the above error message. To resolve the issue, check for any malware in your computer. Use the latest version of
Comodo Internet Security to scan your system for any malware and to remove it. Download Comodo Internet Security from
http://personalfirewall.comodo.com/.

If the issue still persists even after removal of of malware from your system, disable LSPs in your computer using third-party
tools.

If you are still having problem, post your comments in hitp:/forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Error 128 (net__ERR_SSL_UNSAFE_NEGOTIATION)

Some of the antivirus and home security applications are not compatible with Comodo Dragon and the browser may display
Error 128 when browsing Google and Gmail websites. Kaspersky, NetNanny and ESET Smart Security applications are the most
mentioned applications, as per reports received by us, that cause this error. Adjust the settings in these applications to resolve
the issue.

If you are still having problem, post your comments in http://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Error 129 (net_ERR_SSL_WEAK_SERVER_EPHEMERAL_DH_KEY)

Comodo Dragon may display this error when you are visiting a secure website (HTTPS) and the server that is hosting the site
may not be configured correctly and the secure connection cannot be made. To protect you privacy and prevent intruders,
Comodo Dragon always uses secure connections. Though the website may work in other browsers, the fact is that the server is
vulnerable and the security hole has to be fixed.

Note to website administrators: This error is displayed when the SSL/TLS handshake tries to use a public key that is smaller
than 512 bits for ephemeral Diffie-Hellman key agreement. To resolve this issue, disable all DHE SSL cipher suites or use 1024
bits or larger Diffie-Hellman key for the DHE_RSA SSL cipher suites.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Text not displaying properly
If you see squares instead of text in the web-page that you have opened, the most likely reason could be encoding or missing
fonts.

To manually substitute the web-page's encoding

«  Click the Comodo Dragon icon located at the top-left corner.
»  Select the 'Tools' from the menu.

« Inthe 'Encoding' menu, select any one of the listed encodings or select 'Auto detect'. Please note that if you select
'Auto detect’ mode, the browser may be a bit slower. It is advisable to deselect this option for faster web browsing
experience.
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If problem still persists, the most likely reason could be missing fonts. To view web-pages that use East Asian languages, right-
to-left languages or languages that utilize complex scripts on Windows OS, you have install the required fonts.
To install new fonts

«  Click 'Start' in computer's taskbar.

«  Click 'Control Panel'.

« Inthe 'Control Panel' window, double-click 'Regional and Language Options'".

«  Click the 'Languages' tab and select both the checkboxes in the 'Supplemental language support' section.
«  Click 'OK" and proceed with the installation of new fonts.

You can also follow other instructions to install new fonts in your system:
«  Windows XP instructions

«  Windows Vista instructions
Click here to know more about managing fonts, languages and encoding.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Plug-ins for Windows Media Player and Java
Comodo Dragon will detect missing plug-ins for websites that you are viewing and will prompt you install them. However, you
may not see such a prompt for a web-page that is linked to Windows media files or Java.

Windows Media Player
»  Download the plug-in from hftp://port25.technet.com/pages/windows-media-player-firefox-plugin-download.aspx and
save in your computer.

«  Navigate to the downloaded file and open the set-up file.
«  Click 'Run' and follow the instructions in the setup wizard.

»  Restart Comodo Dragon for the installation to take effect.

Java
«  Download Java version 6 update 11 or higher from http://java.com/en/download/chrome.jsp.

«  Follow the instructions and save the file in your computer.

«  Navigate to the downloaded file and open the set-up file.

«  Follow the instructions to install Java in your computer.
Click here to check whether the plug-in is installed successfully.
Click here to know more about downloading files.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

EV-SSL indicator not displayed

When you visit a website that uses an EV SSL (Extended Validation) certificate, the name of the organization is displayed in the

address bar next to the lock icon a . Please ensure that you configure Comodo Dragon to check for server certification
revocation, if you do not see the name of the organization in the address bar.

To configure settings to check for server certificate revocation

«  Click the Comodo Dragon icon @ located at the top-left corner.

»  Select 'Settings' from the menu > 'Show advanced settings' link.

« Inthe HTTPS/SSL' section, select the 'Check for server certificate revocation' checkbox.
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If organization's name is still not displayed, it may be due to:
- The certificate issued for the website maybe expired or the website might have security errors.
Or

«  The website may not be using an EV SSL certificate. Please note that all websites that use SSL certificate may not
use high assurance EV SSL certificates.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

A script running on this page is taking a loooong time to do its job

When websites that use more of JavaScript are opened in Comodo Dragon, this error message may be displayed. To safeguard
against errors in websites, Comodo Dragon automatically sets a time period for JavaScript actions to be complete. You can
choose to stop the script immediately or allow it to run if you think it needs more time to finish its action.

If you are still having problem, post your comments in hitp://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

Graphics not displaying properly

Not updating graphics card drivers regularly in your system might lead to slow loading or running of web graphics and videos. To
resolve the issue, Comodo suggests you to use the latest version of operating systems and regularly implement system
updates.

If you are still having problem, post your comments in http://forums.comodo.com/news-announcements-feedback-cd-b203.0/ to
get assistance from Comodo forums.

10.3.  Report ABug

Comodo continually updates its products and intends to keep them bug-free. If you find any bug or have questions, please post
them in the Feedback section of the Comodo Dragon forum at:

http:/fforums.comodo.com/news-announcements-feedback-cd-b203.0/

If you haven’t done so already, please create an account before posting.

11. Portable Version

Comodo Dragon can also be installed in portable mode. As the name suggests, portable mode allows users to quickly launch
and use their pre-configured Comodo Dragon on any computer without the need to install, import bookmarks or modify settings.

In portable mode, the user profile (configuration data) is written to the Dragon installation folder instead of the Windows ‘user’
folder on the local machine. Therefore, by simply copying the installation folder to another drive (such as a USB fob or a drive on
another computer), you will be able to launch and use your personalized Comodo Dragon.

Portable mode must be selected during the installation process:
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COMODO Dragon Setup

Choose Install Location

E Choose the folder in which to install Dragon.

Setup will install Dragon in the following falder. To install in a different folder, click Browse and select
another folder. Click Mext to continue,

Destination Folder

C\Prograrm Files (86 MNComodo\Dragon

v Portable version {user profile is stored in destination folder’)

Space required: 91 MB
Space available: 10069 MB

There are a few differences to setup if portable mode is selected:
«  The 'Import Settings' and 'Secure DNS' dialog boxes will not be shown during the installation process.
«  The Installer does not write anything to the Windows registry.
«  Uninstaller is not created.

«  User profile is stored in the "User Data" folder inside the main Comodo Dragon installation folder.

12.  Uninstalling Comodo Dragon

To uninstall Comodo Dragon
«  Click Start > Settings > Control Panel
* Inthe Control Panel, double-click Add/Remove Programs
» Inthe list of currently installed programs, click Comodo Dragon
«  Click the 'Change/Remove' button.
Or

«  Click Start > All Programs > Comodo > Dragon > Change or Uninstall.
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The Uninstall dialog will be displayed.

COMODO Dragon Uninstall

Uninstall Comodo Dragon

Remove Comodo Dragon from your computer.

Comodo Dragon will be uninstalled from the following folder. Click uninstall to start the uninstallation.

Uninstalling from

C:\Program Files (x86)\Comodo\Dragon

[ Remove user profile

[ Set as default browser |Inhemet Explarer

Uninstall

The screen displays the selection of the folder in your hard drive for installing Comodo Dragon. The default installation location
is 'C:\Program Files\Comodo\Dragon\'. Click the 'Uninstall' button.

- Remove user profile - By, default, you will be provided a choice to save your Dragon profile data in your computer. If
you plan to install Dragon again at a later time, the new browser will use this profile data such as bookmarks, history
etc., and your settings to configure the browser. If not, select the checkbox 'Remove User Profile'.

If you have chosen to install System-Wide Comodo SecureDNS by selecting the option 'l would like to use Comodo
SecureDNS Servers (with all applications)' in step 4 during installation, the modified DNS settings in your computer will
not be reverted on selecting this option, enabling you to continue using Comodo SecureDNS services. If you want to
revert the DNS server IP address to your previous settings you need to manually change it in the 'Internet Protocol
(TCP/IP) Properties' dialog accessible by clicking Start > Control Panel > Network Connections > selected network >
Properties > Internet Protocol (TCP/IP) > Properties.

«  Set as default browser - If Comodo Dragon is the default browser on your computer, you will be provided with the
choice of setting any one of the other browsers installed on your computer as default browser, replacing Comodo
Dragon after its uninstallation.
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CYPrograrm FileshComodohDragon

[¥ Remave user profile

|w Set as default browser Comodo IceDragan

Mogzilla Firefox
Google Chrome
Cornodo Icebragon
Internet Explorer
Opera

Click the drop-down arrow beside Set as default browser and select the browser to be set as default browser

Note: The checkbox 'Set as default browser' will appear only if Comodo Dragon is set as default browser in your computer.

COMODO Dragon Uninstall
Uninstall Comodo Dragon
Remove Comodo Dragon from your computer.

Comodo Dragon will be uninstalled from the following folder. Click uninstall to start the uninstallation.

Lninstalling from

i C\Program Files\ComodohDragaon

~ Remove user profile

v Set as default browser |C0m0d0 IceDragon

»  Click Uninstall to commence the uninstallation.

The uninstallation progress will be displayed...
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COMODO Dragon Uninstall

Uninstalling

\gl Please wait while Dragon is being uninstalled.

Remave folder: C:\Program Files\Comodo'Dragaon®,

...and on completion, the 'Finish' dialog will be displayed.

COMODO Dragon Uninstall

Completing the Comodo Dragon uninstallation

Comodo Dragon 30.0 has been uninstalled from your computer.
Click Finish to close Setup.

«  Click 'Finish' to complete the uninstallation process.

- The Comodo feedback web page will appear.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street

STE 100

Clifton, NJ 07013

United States

Tel: +1.877.712.1309

Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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